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Advisory on Cyber Security preparedness for current Geo-Political Development

In view of the current Geo-political developments, the possibility of state and non-state actors
targeting the financial market seems higher than usual. In such circumstances, it is important
to maintain a high level of readiness for any such cyber incidents.

Members are requested to take steps to:

Implement necessary measures for enhancing security of Internet facing applications and
websites.

Ensure that all devices are integrated and being monitored by Security Operations Center
(SOQC).

Strengthen effectiveness of existing security controls and incident management plan
Review and action all advisories/alerts received from CERT-In/ NCIIPC on priority.

Be on high alert and monitor any suspicious traffic / activity.

Monitor all network traffic from within and outside network to identify DDoS or Ransomware
attacks, defacing or disrupting digital infrastructure, breaching of the confidentiality, integrity
and availability through various attack vectors etc.

Conduct Vulnerability assessment and mitigate findings in a timely manner.

Timely report incidents/anomalies to Exchanges & Regulators as per defined reporting
mechanism.

Members may also refer previous advisory issued vide Circular No. MCX/TECH/036/2025
dated January 22, 2025.

Members are requested to take note of the same.

For and on behalf of

Multi Commodity Exchange of India Ltd.

Sougat Ghosh

CISO & DPO - MCX

Kindly contact Customer Support on 022 - 6649 4040 or send an email at
customersupport@mcxindia.com for further clarification.
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