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Circular no.: MCX/S&1/212/2025 April 29, 2025

Master Circular — Surveillance & Investigation

In terms of the provisions of Rules, Bye-laws and Business Rules of the Exchange and
in continuation to Exchange circular no. MCX/S&I/275/2024 dated April 30, 2024, the
members of the Exchange are notified as under:

The Exchange from time to time has been issuing various circulars / directions to
members. In order to enable the users to have access to all the applicable circulars at
one place Master Circular in respect of Surveillance & Investigation is attached
herewith.

This Master circular is a compilation of relevant circulars / directions issued by
Exchange which are operational as on March 31, 2025. Efforts have been made to
incorporate applicable provisions of existing circulars issued by SEBI.

In case of any inconsistency between the Master Circular and the applicable circulars,
the content of the relevant circular shall prevail.

Notwithstanding in any revision in the processes or formats, if any-

a) Anything done or any action taken or purported to have been done or taken under
such revised/ rescinded process including but not limited to any regulatory
inspection/ investigation or enquiry commenced or any disciplinary proceeding
initiated or to be initiated under such rescinded/ revised process or rescission,
shall be deemed to have been done or taken under the corresponding provisions
of this Master Circular.

b) The previous operation of the rescinded process or circular or anything duly done
or suffered thereunder, any right, privilege, obligation or liability acquired, accrued
or incurred thereunder, any penalty incurred in respect of any violation of such
rescinded process or circulars, or any investigation, legal proceeding or remedy in
respect of any such right, privilege, obligation, liability, penalty as aforesaid, shall
remain unaffected as if the rescinded process or circulars have never been
rescinded.

The attached Master Circular shall replace the existing Business Rules of the
Exchange.

All Members and their respective constituents are requested to take note of the same.

Armaan Gaus
Head of Department
Surveillance and Investigation

Kindly contact Customer Service Team on 022 — 6649 4040 or send an email at customersupport@mcxindia.com
for any clarification.

Corporate office
Multi Commodity Exchange of India Limited
Exchange Square, CTS No. 255, Suren Road, Chakala, Andheri (East), Mumbai — 400 093
Tel.: 022 — 6649 4000 Fax: 022 — 6649 4151 CIN: L51909MH2002PLC135594
www.mcxindia.com email: customersupport@mcxindia.com
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Master Circular — Surveillance & Investigation
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Sr. No. Particulars

1 Unique Client Code (UCC) and Mandatory requirement of Permanent
Account Number (PAN)
Separate UCC for Client arbitrage account to avail Cross Margin in

2 Commodity Index Futures and its underlying constituent futures or its
variants

3 Permanent Account Number (PAN) Verification Mechanism
Linking of PAN with Aadhaar

5 Simplification of KYC process and rationalisation of Risk Management
Framework at KYC (Know Your Client) Registration Agencies

6 Mandatory fields in Unique Client Code (UCC)

7 Nomination for Eligible Trading and Demat Accounts

8 Modification of Client Codes Post Execution of Trades

9 SMS and E-mail alerts to investors by Stock Exchanges.

10 Position Limits for Commodity Derivatives, clubbing of open positions,
penalties for violation of position limits

11 Abnormal Trades

12 Cross Deals/ Wash Trades/ Self-Trades / Structured Deals and other
Market abuses

13 Placing of Orders at Unrealistic Prices

14 Due Diligence while placement of orders

15 Dormant Client

16 Surveillance Obligations for Trading Members

17 Disclosures by Stock Exchanges for Commodity Derivatives

18 Additional Surveillance Measures-Selected commodities

19 Mobile Number Revocation list (MNRL) published on Telecom Regulatory
Authority of India (TRAI) website

20 Additional Surveillance Measures with respect to a commodity

21 Measures to instil confidence in securities market — Brokers’ Institutional
mechanism for prevention and detection of fraud or market abuse — update

22 Annexures
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1. Unique Client Code (UCC) and Mandatory requirement of Permanent
Account Number (PAN)'

1.1. It shall be mandatory for the Members of the Exchange to use Unique Client
Code (UCC) for all clients transacting on the Exchange. The Exchange shall
not allow execution of trades without uploading of the UCC details by the
members of the Exchange. For this purpose, Members shall collect after
verifying the authenticity and maintain in their back office the copies of
Permanent Account Number (PAN) issued by the Income Tax Department, to
all their clients. However, in case of e-PAN, members shall verify the
authenticity of e-PAN with the details on the website of IT Department and
maintain the soft copy of PAN in their records®

1.2. PAN would be the sole identification number and mandatory for all
entities/persons who are desirous of transacting on the stock exchanges.

However, the investors residing in the State of Sikkim are exempted from the
mandatory requirement of PAN. The Exchange should, however, ensure a
system of proper verification to verify that such members / investors are
residents of the State of Sikkim.

It may be noted that for all the newly onboarded clients/ accounts (irrespective
of whether PAN has been submitted by account holder or not) in UCC
database of the Exchange, having correspondence or permanent address as
Sikkim, Members are required to provide identity, address proof and KYC
details of such newly onboarded clients to the Exchange on
surveillance@mcxindia.com. In case of any deviations observed by the
Exchange during the scrutiny of records, such clients/ accounts shall be
considered as non-compliant and will not be permitted to trade (marked as
Inactive), till the valid documentary proofs/ evidence for such UCC records are
made available to the Exchange. 3

Further, PAN may not be insisted in the case of Central Government, State
Government, and the officials appointed by the courts e.g. Official liquidator,
Court receiver etc. (under the category of Government) for transacting in the
securities market. The intermediary shall verify the veracity of the claim of the
specified organizations, by collecting sufficient documentary evidence in
support of their claim for such an exemption.

1.3 The Members of the Exchange shall:

a. Collect copies of PAN cards issued to their existing as well as new clients
after verifying with the original.

! SEBI/HO/CDMRD/DMP/CIR/P/2016/87 dated September 16, 2016

Exchange circular no. MCX/S&I1/281/2016 dated September 19, 2016
2 SEBI circular no. SEBI/HO/CDMRD/DNP/CIR/P/2021/30 dated March 08, 2021
3 Exchange circular no. MCX/S&1/477/2022 dated August 08, 2022
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b. Cross-check the aforesaid details collected from their clients with the details

1.4

1.5

1.6

1.7

1.8

1.9

on the website of the Income Tax Department. However, in case of e-PAN,
verify the authenticity of e-PAN with the details on the website of IT
Department and maintain the soft copy of PAN in their records.

. Upload details of PAN or e-PAN so collected to the stock exchanges as part

of the UCC.

. Verify the documents with respect to the unique code and retain a copy of the

document.

The Member shall also be required to furnish the above particulars of their
clients to the Exchange and the same would be updated on a monthly basis.
Such information for a specific month should reach the exchange within 7
working days of the following month.

The Exchange shall impose penalty on the member at the rate of 1% of the
value of every trade that has been carried out by the member without
uploading the UCC details of the clients. The penalty so collected by the
Exchange shall be transferred to the Investor Protection Fund (IPF). Further,
if the client details are not uploaded within a month of the trade, the member
is liable to be suspended.

Enabling of New UCC categories — Mutual Fund and PMS Clients: 4
SEBI vide circular permitted Mutual Funds and Portfolio Managers to
participate in Exchange Traded Commodity Derivatives (ETCDs).

Participation of SEBI registered FPIs in Exchange Traded Commodity
Derivatives in India: °

SEBI vide circular permitted Participation of SEBI registered Foreign Portfolio
Investors (FPIs) in Exchange Traded Commodity Derivatives in India.

The new functionalities with respect to UCC are provided in Annexure — |

Centralized Mechanism for reporting the demise of an investor through
KRAs:

SEBI decided to introduce a centralized mechanism for reporting and
verification in case of the demise of an investor and thereby smoothen the
process of transmission in securities market.® Accordingly, a Standard
Operating Procedure (SOP) has been prepared in consultation with Stock
Exchanges, Depositories, KRA and Industry Associations. Based on the
above SOP, the KRAs shall on a daily basis provide the list of such PANs to
the Exchange. The Exchange shall de-activate the UCCs of such PANSs.

‘SEBI/HO/IMD/DF2/CIR/P/2019/65 dated May 21, 2019 and SEBI/HO/IMD/DF1/CIR/P/2019/066 dated
May 22,2019 and Exchange circular no. MCX/S&1/269/2019 dated May 24, 2019.

SSEBI/HO/MRD/MRD-RAC-1/P/CIR/2022/131 dated September 29, 2022 and Exchange circular no.
MCX/FIM/560/2022 dated September 29, 2022.

¢ SEBI/HO/OIAE/OIAE_IAD-1/P/CIR/2023/0000000163 and Exchange circular no. MCX/S&I1/013/2024
dated January 09, 2024.

MCX Master Circular - Surveillance & Investigation 4|84

Public



2. Separate UCC for Client arbitrage account to avail Cross Margin in
Commodity Index Futures and its underlying constituent futures or its
variants

SEBI vide circular no. SEBI/HO/CDMRD/CDMRD_DRM/P/CIR/2021/586 dated
June 29, 2021 allowed Cross Margin in Commodity Index Futures and its
underlying constituent futures or its variants. MCXCCL vide its Circular No.
MCX/MCXCCL/453/2021 dated July 24, 2021 has issued detailed guidelines
for implementation of Cross Margin in Commodity Index Futures and its
underlying constituent futures or its variants.

As per aforesaid circular/ guideline, the Clients may be allowed to maintain two
accounts with trading member/clearing member, viz arbitrage account and a
non-arbitrage account. In this regard, Members are now allowed to create an
arbitrage account of an existing Client by uploading a separate/ additional
Unique Client Code (UCC) for an existing PAN (Client code), with suffix in
Client Name field as ‘Arbitrage’ (Example: ABC Ltd. — Arbitrage) and with
status as “Inactive”.

Post uploading the Arbitrage account (UCC) in UCC database of the Exchange
as “Inactive”, for activation of such UCC, Members are requested to send an e-
mail (format attached as Annexure — Il) from their authorized e-mail id along
with Client details to “Arb.UCC@mcxindia.com”. Post e-mail request, status of
such UCC will be marked as “Active”.

3. Permanent Account Number (PAN) Verification Mechanism’

3.1 The Exchange has implemented process of verification and checking of
authenticity of Permanent Account Number (PAN) details of clients uploaded
by members in the Unique Client Code (UCC) database. The Exchange shall
carry out a verification process for all records in the UCC database with status
of client marked as “Active”. In the event of mismatch in PAN or client name as
per Income Tax records (PAN database), the UCC record shall be considered
as “Not Verified”. The Exchange shall provide a file “MCX_PANvfn_<MEMBER
ID>_YYYYMMDD.CSV” in the member’s sftp folder, containing the details of
such client codes along with the reason of mismatch.

7 Exchange circular no. MCX/S&I1/331/2016 dated September 29, 2016
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3.2For the UCCs where there is a mismatch, members will be required to rectify
and update the PAN and/ or the name of the Client as per the Income Tax
records. Any change in the order of the first name / middle name / last name
for Individual clients shall result in a mismatch. For Non-individuals, the client
name should be the same as registered in the Income Tax records.

3.3 Members are required to rectify the records through “e-clear (Bancs portal)”.
Members can also upload bulk UCC records through current file upload facility
available in “e-clear (Bancs portal)’. Whenever there is an exact match
between the client name as per the UCC database and that in Income Tax
records, such records will be treated as “Verified” and members shall not be
allowed to modify PAN and Client name of such records.

3.4The Exchange is in receipt of a communication from Protean eGov
Technologies Limited (Protean) regarding changes in the PAN verification
methodology with effect from April 01, 2024.8 & °

4 Linking of PAN with Aadhaar?

This is with reference to the directive issued by Government of India,
mandating PAN holders to link their PAN with their Aadhaar. Accordingly,
members are requested to ensure that all their existing as well as new clients/
investors link their PAN with Aadhaar.

The Indian government has made it mandatory for everyone to link their PAN
to their Aadhaar, with certain exceptions for NRIs, non-citizens, those over
80,and residents of the states of Assam, Jammu and Kashmir, and Meghalaya.

Clients in whose case, PAN Aadhaar linkage are not found to be verified, shall
be allowed to transact with the existing intermediary subject to valid PAN,
however the client’s KYC shall not be allowed portability in securities market.”

PAN - Aadhaar Seeding is no longer mandatory for trading in Securities
Markets and if any client who is eligible for seeding their PAN with their
Aadhaar details has failed to do so, due to any reason, shall still be permitted
to trade on the Exchange platform, if all the other requisite conditions /
validations are fulfilled.

5 Simplification of KYC process and rationalization of Risk Management
Framework at KYC (Know Your Client) Registration Agencies'!

5.1 In the interest of investors and for ease of transacting in securities market, the
client shall be allowed to open an account with intermediaries and transact in
securities market as soon as the KYC process is completed.

8 Exchange circular no. MCX/S&1/142/2024 dated March 13,2024

° Exchange circular no. MCX/S&1/187/2024 dated March 28,2024

10 Exchange circular no. MCX/S&I/567/2021 dated September 01, 2021, MCX/S&I1/208/2023 dated March
29, 2023, Exchange circular no. MCX/S&I1/414/2023 dated June 27, 2023 and Exchange Circular No.:
MCX/S&1/446/2024 dated July 08, 2024

' SEBI Circular no. SEBI/HO/MIRSD/FATF/P/CIR/2023/0144 dated August 11, 2023
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5.2 Thereafter, as a part of risk management framework, the KRAs shall verify the
following attributes of records of all clients within 2 days of receipt of KYC
records

5.3 PAN (including PAN Aadhaar linkage, as referred to in rule 114 AAA of the
Income-tax Rules, 1962)
a. Name
b. Address

5.4 Additionally, the KRAs shall verify the client’s mobile number and email id.

5.5 In case of PAN exempt records, the other attributes i.e. name, address, mobile
number and email id shall be verified by the KRAs.

5.6 Clients in whose case, attributes of records as mentioned in para 5.2 /5.4
above cannot be verified, shall not be allowed to transact further in securities
market until the attributes are verified. %4

5.7 The clients whose KYC are not found to be validated by KRAs i.e. where the
KYCs are “On Hold” for any reasons (both AADHAAR and Non- AADHAR
based OVD) uploaded to the KRA, shall neither be Permitted to Trade on the
Exchange, nor will they be allowed to square up their open positions, if any,
until they comply with the validation requirements. Eventually, such open
positions will naturally expire on the expiry date of the respective contract.

6 Mandatory fields in Unique Client Code (UCC)'?

The Exchange had provided the platform to its Members to upload / update
various information of the clients such as Client Name, Complete address,
PAN, Mobile number, Email-id, Date of Birth / Incorporation and Income /
Networth details/range etc. in UCC database of the Exchange. The Exchange
now mandated the UCC field “Client Email ID” as mandatory in UCC database
of the Exchange for all the UCC categories. Accordingly, the other dependent
UCC fields like “Relationship with Client (for Email ID) / “Name of the
Authorized/Contact Person (for Email 1d)” as applicable will also become
mandatory.

Therefore, Members are advised:-

a) Make the necessary changes in their back office software to incorporate the
above change for all new UCC records. In cases where the Client Email ID is
not entered, such records will be rejected and existing error code “033-
Missing/Invlaid Client Email 1d” will be displayed / provided.

b) Update the Client Email ID, Relationship with Client (for Email ID) / Name of
the Authorized/Contact Person (for Email 1d) as applicable of all the clients
uploaded in UCC database of the Exchange.

¢) Members can use the UCC file format provided in Section 1.5 of aforesaid
Exchange Circular No. MCX/TECH/023/2022 dated January 13, 2022 &
MCX/S&1/507/2024 dated July 30, 2024 on “Mobile No. / Email ID / Aadhaar
No. / Income / Networth details File from Member” to update the aforesaid

12 Exchange circular no. MCX/S&I/663/2024 dated October 04, 2024
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details of the all existing clients in bulk & Addition / Modification in UCC State-
City Code Master.

7 Nomination for Eligible Trading and Demat Accounts'®

The Exchange has provided an online facility through Enhanced Supervision
Portal to submit the nomination details. User manual for submission of
aforesaid details is specified in Annexure — lll.

Members are advised to obtain choice of Nomination from all their existing
clients and new client. Further, Submission of ‘choice of nomination’ for trading
accounts has been made voluntary as a step towards ease of doing business'

8 Maodification of Client Codes Post Execution of Trades'®

8.1 The Exchange may allow modifications of client codes of non-institutional
trades only to rectify a genuine error in entry of client code at the time of
placing/ modifying the related order in all segments. It is also re-emphasized
here that this facility is expected to be used more as an exception rather than a
routine.

8.2 Proprietary trades will not be allowed to be modified as client trade and vice-
versa. Any violation of this provision will lead to disciplinary action against the
Member by the Exchange.

8.3 The Exchange shall levy a penalty from members and credit the same to its
Investor Protection Fund as under:

‘a’ as % of ‘b’ | Penalty as % of ‘a’
<5 1
>5 2

Where

a = Value (turnover) of non-institutional trades where client codes have been
modified by a member in a segment during a month.

b = Value (turnover) of non-institutional trades of the member in the segment
during the month.

The Exchange shall undertake stringent disciplinary actions against members
who undertake frequent client code modifications. If ‘@’ as % of ‘b’, as defined
above, exceeds 1% during a month, then the Exchange shall conduct a special
inspection of the member to ascertain whether the modifications of client codes
are being carried on as per the strict objective criteria set by the Exchange.

13 Exchange circular no. MCX/S&I/147/2023 dated February 28, 2023

14 SEBI circular no Circular no. SEBI/HO/MIRSD/POD-1/P/CIR/2023/158 dated September 26, 2023
SCircular no. SEBI/HO/CDMRD/DMP/CIR/P/2016/43 dated March 29, 2016 and
SEBI/HO/CDMRD/DMP/CIR/P/2016/73 dated August 19, 2016

Exchange circular no. MCX/T&S/108/2016 dated April 8, 2016, MCX/S&I1/199/2016 dated July 13, 2016
and MCX/S&1/242/2016 dated August 23, 2016
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Appropriate disciplinary action shall be taken by the Exchange, if any
deficiency is observed.

8.4 Waiver of Penalty:

Exchange may waive penalty for a client code modification where member is
able to produce evidence to the satisfaction of the exchange to establish that
the modification was on account of a genuine error. However, not more than
one such waiver per quarter may be given to a member for modification in a
client code.

Explanation: If penalty wavier has been given with regard to a genuine client
code modification from client code AB to client code BA, no more penalty
waivers shall be allowed to the stock Member in the quarter for modifications
related to client codes AB and BA

8.5 Error Account:

a. Shifting of trades to the ‘Error account’ of Member would not be treated as
modification of client code, provided that trades in ‘Error account’ are
subsequently liquidated in the market and not shifted to some other code.

b. Further, Member shall disclose the codes of accounts which are classified
as ‘Error accounts’ to the Exchange. Each member should have a well-
documented error policy approved by the management of the Member.
Exchange shall periodically review the trades flowing to the error accounts
of the Members.

c. The Member should ensure that UCC details of ‘Error Accounts’ is uploaded
to the Exchange with Client Code as ‘ERROR’ and in Client Name field,
Name of the Trading Member Exactly as per Income Tax records (PAN
Database) is entered. The members, who want to upload ‘ERROR’ code
shall be required to submit request to the Exchange (e-mail:
surveillance@mcxindia.com) for uploading the same.

8.6 Members are requested to note that a trade can be modified only once and
feature of multiple modification of same trade is not allow.

8.7 Client Code Modification Facility during the Trading Hours:'®

Client Code Modification is allowed during Trading Hours and for the specified
session after close of trading hours.

16 Exchange circular no.MCX/S&1/438/2024 dated July 01, 2024
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Client Code Modification facility provided as under:

Particulars Client Code Client Code Client Code
Modification | Modification End| Modification End
Start Timing Timing Timing

(After Start of US| (After End of US
Day light Savings| Day light Savings

in Spring in Fall Season)
Season)
Non - Agri Commodities 9:00 AM 11:45 PM 11:59 PM
Selected Agri 9:00 AM 09:15 PM 09:15 PM
Commodities (Cotton and
Kapas)
All Other Agri 9:00 AM 05:15 PM 05:15 PM

Commodities

8.8 Client Code Modification and penalty structure:'’

With an objective to reduce order entry mistakes and to discourage client code
modifications, levy of penalty in all cases of client code modification as
applicable was considered appropriate and accordingly a penalty structure
was implemented.

. Maintenance of Error Account:

All the trading members with active clients are mandatorily required to create/
maintain designated “Error Account”. Members, before placing order for their
clients, are required to ensure that designated “Error account” is uploaded in
the UCC database of the Exchange with Client Code as ‘ERROR’. In cases
where the trading member fails to create/ maintain a single active designated
“‘ERROR” account, a penalty of Rs. 10,000/- per month will be imposed.

Further, Members are required to ensure that no fresh trade is allowed/
permitted in Error account. Members are allowed to place only square off
orders from Error account, subsequent to the modification of trades to Error
account.

b. Penalty for Modification to ERROR client code category and Liquidation

of trades transferred to ERROR account

Shifting of any trade to the error account of the trading member shall not be
treated as modification of client code provided the positions arising out of
trades in error account are subsequently liquidated / closed out in the market
and not shifted to some other client code.

Accordingly, Members are advised to ensure that if the erroneous trades from

any client code is being shifted to “Error Account”, then the shifted positions
shall be liquidated from the “Error account” itself. In cases, where the trading
member has traded in the wrong client code and square off the erroneous

17 Exchange circular no. MCX/S&I/644/2024 dated September 27, 2024
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trade in client account itself and modify both the legs of the trades to Error
account a penalty of Rs. 10,000/- per day of violation will be imposed.

c. Penalty for fresh trade in ERROR Account:

Members are required to ensure that no fresh trade is allowed/ permitted in
Error account. Only square off trade allows from trade account. If any fresh
trade executed in the Error account a penalty of Rs. 10,000/- per day of
violation will be imposed.

d. Penalty for modification of client code from ERROR account to another
client code:

In cases where the trading member modifies client code from error account to
other client code, a penalty at the rate of 2% of traded value (for options
notional value will be considered as traded value) shall be levied. In case of
such repeated instances, in addition to the penalty levied further disciplinary
action as may deemed fit would be initiated against the member.

e. Penalty for Keeping Open position for more than 3 working days in
ERROR account:

If the trading member keep the open position more than 3 working days in
ERROR account, a penalty as per client code modification as defined for
applicable regulatory guidelines/ circulars of Exchange will be applicable &
levied

The following penalty structure will be applicable:

“a” as % of |Penalty as % of
“b” “a”
<5 1
2
Where:

a” = Value (turnover) of total trades where client codes have been modified by
a trading member in a segment during a calendar month.

“b” = Value (turnover) of total trades of the trading member in the segment
during the calendar month.

f. Institutional Trade Modification Penalty:
Modification between client codes of two entities, which are of the institutional
category, will be allowed only if the modification from both client codes is from
different schemes / sub-accounts of / managed by the same Institution. Such

modification shall not be subject to penalty. Otherwise, a penalty as given
below will be levied:
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The following penalty structure will be applicable:

“a” as % of |Penalty as % of
“b” “a”
<5 1
2
Where:

a” = Value (turnover) of institutional trades where client codes have been
modified by a trading member in a segment during a calendar month.

“b” = Value (turnover) of institutional trades of the trading member in the
segment during the calendar month.

8.9 Procedure of waiver of penalty:

With reference to the above mentioned Exchange Circulars, the following will
be classified as genuine errors for the purpose of client code modification:

a. Error due to communication and / or punching or typing such that the
original client code / name and the modified client code / name are similar
to each other.

b. Modification within relatives (‘Relative’ for this purpose would mean as
defined under Companies Act, 2013)

Subject to the reasons mentioned above, Trading Members may kindly note that
the request for waiver of penalty along with reasons and relevant supporting
documents should be submitted to the Exchange within three (3) working day from
the date modification failing which request for waiver shall not be accepted

9. SMS & E-mail alerts to investors by Stock Exchange'®

SEBI has issued circular No SEBI/HO/MIRSD/MIRSD-PoD1/P/CIR/2024/169
dated December 03, 2024, regarding SMS and E-mail alerts to investors by
stock exchanges. Members are also requested to refer Exchange circular no :
MCX/S&I/796/2024 dated December 04, 2024.

9.1 Stock Brokers shall ensure that separate mobile number/email
address is uploaded for each client. However, under exceptional
circumstances, the stock broker may, at the specific written request
of a client, upload the same mobile number / email address for
more than one client provided such clients belong to one family.
‘Family for this purpose would mean self, spouse, dependent
children and dependent parents.

9.2Based on the representation received from Brokers’ Industry
Standards Forum (ISF), it is further clarified that, under exceptional
circumstances, the stock broker may, at the specific written request

18 Circular no. SEBI/HO/MIRSD/MIRSD-PoD1/P/CIR/2024/169 dated December 03, 2024 and
Exchange circular no. MCX/S&1/796/2024 dated December 04, 2024
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of a client, upload the same mobile number/Email address for more
than one client provided such client belong to one family (in case of
individual clients) or such client is the authorised person of an HUF,
Corporate, Partnership or Trust (in case of non-individual clients).

Family / Authorised person for this purpose shall include:

i) In case of individuals, self, spouse, dependent children and
dependent parents.

ii) In case of HUF, Karta or any of the Co-parceners as per prior
approval of Karta.

iii) In case of Partnership firm, any of the partners as per prior
approval of all / authorised partners.

iv) In case of a Trust, any of the trustees or beneficiaries as per
resolution passed by the Trust.

v) In case of Corporates, the Authorised person operating the
trading account as per the Board Resolution passed by the
Corporate.

10. Position Limits for Commodity Derivatives, clubbing of open positions,
penalties for violation of position limits'®

10.1 The following norms shall be applicable to the Agricultural as well as
Non-Agricultural commodity derivatives at commaodity level:

a) Numerical value of overall client level open position limits, shall be
applicable for each commodity as are provided in table given in
Annexure — V.

b) The Exchange, however, in their own judgment, may prescribe limits
lower than what is prescribed by SEBI by giving advance notice to
the market under intimation to SEBI.

c) For the purpose of position limits, norms applicable on client level
positions shall also be applicable to the proprietary positions of
trading members and while calculating member’s open positions, his
proprietary positions shall be treated and computed like a client’s
positions.

d) For the purpose of calculating overall position of a member, the
overall position of its all clients (as determined in Clause ‘b(a) or ¢
(a)’ below) shall be added without netting off among themselves as
also against proprietary positions of the member. Thus, all long
clients and all short clients shall be added up separately and higher
of the two shall be reckoned as Member's open position in a
commodity derivative

19 Circular no. SEBI/HO/CDMRD/DMP/CIR/P/2016/96 dated September 27, 2016
Exchange circular no. MCX/S&1/301/2016 dated September 28, 2016
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10.2 Position Limits for Non Agricultural Commodity Derivatives:

The following norms shall continue to be applicable to Non- Agricultural
commodity derivatives at commodity level:-

a) For the purpose of calculating overall position of a client, all long and
short positions of the client across all contracts shall be netted out.

b) Client level position limits shall be equivalent to the numerical level
limit as given in table in Annexure — IV or 5% of market-wide open
interest, whichever is higher.

c) Member level position limits shall be 10 times of the numerical value
of client level position limits or 20% of the market-wide open interest,
whichever is higher.

10.3 Position Limits for Agricultural Commodity Derivatives:

As prescribed vide SEBI circulars dated January 15, 2016 and January
29, 2016, following norms shall be applicable on Agricultural commodity
derivatives at commodity level:

a) For the purpose of calculating positions of a client, all long and short
positions of the client across all contracts shall be added up separately
and higher of the two shall be considered as his overall open position.

b) The overall Client level position limits across all contracts shall be
equivalent to the numerical level limit as given in table in Annexure — IV

c) The overall member level position limits across all contracts shall be 10
times the numerical value of client level position limit or 15% of the
market-wide open interest, whichever is higher

10.4 Near Month Position Limits: In case of near month contracts:

a) Client level position limits shall be equivalent to the one fourth of the
overall Client level position limit as prescribed in table in Annexure — IV

b) Member level position limits shall also be equivalent to the one fourth of
the overall member level position limit.

c) For calculating near month open position of a client, higher of long and
short positions of the client in near month contracts to be considered.
Thus, netting out near month contract with offsetting positions in far
months contracts shall not be permitted for the purpose of computation
of near month position of any client.

d) For calculating near month open position of a member, the position of
the clients as determined in 10.3(c) above will be added without netting

off among themselves as also against proprietary position of the
member (which will also be treated like a client position). All longs and
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shorts will be added up separately and higher of the two will be
reckoned.

10.5 Monitoring of Position Limits

Members are required to have appropriate internal risk management
systems and controls at their end to ensure that the order are not
placed in the system that may result on breach of prescribed position
limit at various limit categories.?°

Additionally, the Exchange is also disseminating effective Open Interest
limits (Position Limits) on the following path

www.mcexindia.com > Market Operations - Trading & Surveillance >
Reports >Market Wide Open Interest.

10.6 Clubbing of Open Positions: While calculating open positions for the
purpose of position limits, Exchange shall take suitable measures for
clubbing of open positions of clients/members who may be acting in
concert to circumvent the norms of position limits. The broad guidelines
for clubbing of open positions are provided in Annexure — V.

10.7 Guidelines on Clubbing of Open Positions: Broad guidelines for
clubbing of open positions have been prescribed vide Para 7 above and
the positions are being clubbed based on information uploaded/
provided by the members in respect of their Proprietary and Client
accounts. The said criteria along with the specified exemption from
clubbing are reiterated as Annexure — V.

The Exchange, while calculating open positions for the purpose of
position limits, the Exchange is authorized to take suitable
measures for clubbing of open positions on the basis of the criteria laid
down in the said circular (Annexure VI) and other criteria such as PAN,
patterns such as ‘acting in concert’ through common ownership and
control structures and any other relevant criteria to club open positions
that may be observed during the course of regular monitoring and
surveillance that may appear to compromise market integrity.
Accordingly, a detailed framework on clubbing of open positions of
clients/ members who may be acting in concert to circumvent the norms
of position limits are provided below. All the provisions as contained in
the SEBI circular dated September 27, 2016 shall continue to be ipso
facto applicable and this circular only intends to clarify the criteria for
clubbing of position limits.

10.7.1 Clubbing of open positions based on PAN, patterns such as
‘acting in concert’ through common ownership and control structures:

20 Exchange circular no. MCX/S&I1/749/2024 dated November 11, 2024
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The term ‘Acting in concert’ is inclusive rather than exclusive and it
would depend on the relevant facts and circumstances of the situation
to establish where the persons are acting in concert to circumvent the
norms of position limits and therefore it cannot be conclusively defined.
However, for the purpose of clubbing of open positions under these
criteria, the ‘persons acting in concert’ shall comprise of but not limited
to:

10.7.1.1. persons who are acting together pursuant to an agreement or
understanding, formal or informal, directly or indirectly co-operate and
take positions in a commodity derivatives contract with a common
objective or purpose of collectively circumventing the norms of position
limits as applicable to a client and member or otherwise, unless the
contrary is established.

10.7.1.2. without prejudice to the generality of the above clause and in
addition to the laid down criteria given in the SEBI circular dated
September 27, 2016, the persons falling within the following categories
shall be deemed to be persons acting in concert with other persons
unless the contrary is established:

a) a company, its Holding / Subsidiary company,

b) a company, its Associates or Joint Venture Companies in which it
holds at least 20% shareholding,

C) a company, its significant shareholder i.e. shareholder holding more
than 26% of issued shares of the company,

d) a company, its Key Managerial Personnel (KMP) and Authorised
Signatories.

For this purpose Key Managerial Personnel shall be as defined in the
Companies Act, 2013 and Authorised Signatory means the signatory
who has been named as such or is identified by the company in the
annual returns as authorized signatory.

10.7.2 Any other relevant criteria to club open positions which may be
observed during the course of regular monitoring and surveillance and
which may appear to compromise market integrity:

The Exchange will consider the following additional relationships/
criteria to ascertain whether persons are acting in concert under any
other relevant criteria:

i. Relatives as per AS 18 and Immediate Relatives for individual as
defined in Companies Act

ii. Promoters of the company as provided in Annual return filed
under the Companies Act

iii. Co-parceners of HUF

iv. Clients having same/ similar postal address, e-mail address,
bank accounts, website domain name or mobile numbers
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It may be noted that the aforesaid relationship/ criteria are only
indicative and does not in any way restrict the Exchange to
consider other criteria not mentioned herein for the purposes of
clubbing of open positions. The Exchange may look into the
following parameters to test ‘acting in concert’ in the event of any
of the above relationship criteria or any other criteria not
mentioned herein triggers further analysis/ investigation or any
objection by the concerned members:

Existence of relationship between various clients on the basis of
objective criteria or based on the facts of the case,

Linked clients being on the same side i.e. Long or Short and
cumulatively controlling substantial proportion of the market open
interest in a particular commodity/ contract,

Orders being placed at or around the same time at relatively
near prices by group of clients,

Existence of commonality of funds flow between the various
parties

10.7.3. It may further be noted that if the parameters as set out above
are met based on the information as and when available and reviewed
by the Exchange, the Exchange shall proceed to club such positions.
However, the Exchange may also call for explanation from the
concerned members prior to clubbing of open position and after finding
that the explanation/ replies are not found to be satisfactory in its
opinion; the Exchange shall proceed to club the positions of the
identified entities.

10.8 Monitoring of position limits: Exchange/ Members shall monitor the
open position on a real time basis and shall endeavour that no client or
member breaches the open position limits 'at end of the day' as well as
'during intra-day trading'. Penalty shall be levied on those breaching the
position limits at end of the day as well as during intra-day trading as
provided in Annexure — VI.

10.9 Position Limits for Agricultural Commodity Derivatives: 2!

10.9.1 Categorization of commodities: In any given year, based on
the average of production data and import data of past five years on a
rolling basis and keeping in view various extraneous factors that affect
the trading in derivatives, the agricultural commodities shall be classified
into three categories viz., sensitive, broad and narrow as below:-

A) Sensitive Commodity: An agricultural commodity shall be classified
as a sensitive commodity if it:

2l Circular no. SEBI/HO/CDMRD/DMP/CIR/P/2017/84 dated July 25, 2017
Exchange circular no. MCX/S&1/252/2017 dated July 26, 2017 , MCX/S&1/497/2023 dated July 31, 2023
and MCX/S&1/512/2024 dated July 31, 2024
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is prone to frequent Government/External interventions. These
interventions may be in the nature of stock limits, import/export
restrictions or any other trade related barriers; or has observed frequent
instances of price manipulation in past five years of derivatives trading.

B) Broad Commodity: An agricultural commodity shall be classified as
‘Broad Commodity’ if it is not ‘Sensitive Commodity’ and satisfies
following criteria;

Average deliverable supply for past five year is at least 10 lakh Metric
Ton (MT) in quantitative term and is at least INR 5,000 Crore in
monetary term.

C) Narrow Commodity: An agricultural commodity which is not falling
in either of the above two categories, viz ‘Sensitive’ or ‘Broad’
commodity, shall be classified as ‘Narrow Commodity’.

10.9.2 Deliverable Supply: The deliverable supply for an agricultural
commodity would be “Production + Imports”

10.9.3 Client Level Numeric Position Limits: Numerical value of
overall client level open position limits for each commodity shall be
calculated from 'deliverable supply' available in a particular year, as per
its category as given below:

Category of Commaodity Position limits
Broad 1% of the deliverable supply
Narrow 0.5% of the deliverable supply
Sensitive 0.25% of the deliverable supply

The numbers arrived based upon above formula should be rounded off
downward to appropriate number of zeroes.

10.9.4 Yearly Categorization of commodities and computation of
position limits:

A) All the national commodity derivatives exchanges shall jointly classify
agricultural commodities into the afore-stated three categories on
annual basis as per the principles indicated at para No. 10.6.1 above.

B) Whenever an agricultural commodity of 'narrow' category is required
to be re-categorized to ‘'broad' in subsequent years, such
recategorization may be possible only if both, average deliverable
supply of such commodity for the past five years and monetary value
thereof as mentioned at Para 8.8 exceeds by more than 5%.

C) For determination of 'deliverable supply' of various agricultural
commodities for each vyear, the national commodity derivatives
exchanges shall take into account the latest production figures of such
commodities as annually declared by relevant government sources or
from the latest ‘third advance estimates’ of agricultural commodities
published by the Ministry of agriculture or any other yearly
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estimates/assessments of production and imports made by any
governmental agencies such as Ministry of Agriculture, Ministry of
Textiles, Ministry of Commerce, different statutory boards/associations
etc., concerned with different agricultural commodities. The national
commodity derivatives exchanges shall indicate the sources from which
the production and import / export data have been obtained for the
purpose of determination of 'deliverable supply’ of different agricultural
commodities.

D) Every year, for each agricultural commodity that is being traded in
the derivatives market, all national commodity derivatives exchanges
shall jointly complete the exercise of determination of ‘deliverable
supply,  categorization/re-categorization = of = commodities and
computation of numerical value of position limits. Numerical values of
position limits for any agricultural commodity shall be revised only if the
computation results in a revision in the value by at least 5% compared
to previous year's limits. Exchanges shall, after prior intimation to SEBI,
notify such details to the market through their respective websites
sufficiently in advance and latest by 31st of July (unless extended by
SEBI under exceptional circumstances) of every year and revised limits
shall become applicable for all running contracts with effect from 1st of
September of every year.

10.10 Exchange-wide Position Limit for Agricultural Commodities:

For any agricultural commodity, the overall Exchange-wide gross
position limit on open interests shall be 50% of its 'deliverable supply'
determined for the relevant year, which shall also be jointly notified by
Exchanges along with client level numerical limits.

10.11 Guidelines on Open Positions for Options: %2

Position limits for options shall follow the same norms as provided in for
futures and the determination of long and short positions shall be made
on a directional basis i.e., long side = long call + short put and short side
= short call + long put).

Position limits of options would be separate from position limits of
futures contracts and numerical value for client level/ member level
limits shall be twice of corresponding numbers applicable for futures
contracts provided in Annexure IV .

Due to separate position limits for options, there is a possibility that post
exercise of options i.e. after devolvement of options into corresponding
futures positions open positions for clients/ members may exceed their
permissible position limits for future contracts. For such clients/
members Exchanges may permit maximum up to two trading days post
option expiry day to reduce their futures positions to bring them within
the permissible position limits.

22Circular no. SEBI/HO/CDMRD/DMP/CIR/P/2017/55 dated June 13, 2017
Exchange circular no. MCX/TRD/177/2017 dated June 13, 2017
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10.11.1 Position limits for Foreign Portfolio Investors (FPIs) in
Exchange Traded Commodity Derivatives in India?3:

10.11.1.1 FPIs other than individuals, family offices and corporates may
participate in eligible commodity derivatives products as ‘Clients’ and
shall be subject to all rules, regulations and instructions, position limit
norms as may be applicable to clients, issued by SEBI and stock
exchanges, from time to time.

10.11.1.2 FPIs belonging to categories viz. individuals, family offices
and corporates will be allowed position limit of 20 per cent of the client
level position limit in a particular commodity derivative contract.

10.11.2 Position limits for Category-lll Alternative Investment
Funds in Exchange Traded Commodity Derivatives shall be applicable
to client level limit issued by SEBI and stock exchanges, from time to
time?* .

10.11.3 Portfolio Managers are permitted to participate in Exchange
Traded Commodity Derivatives (ETCD) on behalf of their clients, for
such client position limit shall be applicable to ‘clients level limit , issued
by SEBI and Exchanges from time to time?°

10.11.4 Position Limit for Mutual fund schemes participate in the
ETCDs shall be same as applicable to client level limit issued by SEBI
and Exchanges from time to time. The position limits at mutual fund
level shall be as applicable to ‘Trading Members level limit’.

10.12 The functionalities with respect to monitoring of Position Limit by
Member:

1. Exchange has provided facility in Member Control Station (‘MCS’)
for viewing the position limit alerts (60%,75%,90%,100%) and same is
available on a real time basis for all the members. (MCS LOGIN - >
Trade - > Alerts - > Open Interest Alerts- for Ol alerts with alert level
60%, 75%, 90% and 100%)

2. Exchange has also provided a separate window in MCS to monitor
the violations of position limit at member level and client level and the

23 SEBI circular no. SEB/HO/MRD/MRD-RAC-1/P/CIR/2022/131 dated September 29, 2022,
Exchange circular no. MCX/FIM/560/2022 dated September 29, 2022
24 SEBI Circular no SEBI/HO/CDMRD/DMP/CIR/P/2017/61 dated June 21, 2017
Exchange circular no. MCX/TRD/194/2017 dated June 21, 2017
25 SEBI circular no SEBI/HO/IMD/DF1/CIR/P/2019/066 dated May 22, 2019
Exchange circular no. MCX/TRD/267/2019 dated May 22, 2019
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member may set the event of alert/violation. (MCS LOGIN - > Trade -
> Alerts - > Open Interest Violations- for Ol violation with greater than
100%)

3.Members are requested to close and re-open the Alerts/violation
windows in order to get updates on latest alert/violation.

11 Abnormal / Non-genuine Trades?¢

12

1.1

11.2

11.3

1.4

11.5

12.1

Abnormal / Non-genuine trades described as:

“Instances wherein the buy and sell transactions have been executed in
/ by the same sets of parties, on the Exchange, at abnormally high
prices differences which are not co-related to the spot / futures price
movement in the underlying commodity. This is particularly true with
illiquid contracts. Such trades maybe between different entities (client /
own account) within same member or different members.”

The abnormal / non-genuine trades are executed by the market
participants primarily with an objective of transferring profit / loss
between the concerned entities. In view of the same, penalty of 100% of
the profit made / loss incurred / transferred as a result of abnormal
trades / non-genuine trades will be levied to the concerned member/s.

The decision whether a trade or trades is / are abnormal / non-genuine
would be of the Exchange which would be final and binding.

The Exchange may also consider to take appropriate disciplinary
actions against the concerned member for multiple instances of such
abnormal / non-genuine trades as per the Rules, Bye-Laws and
Business Rules of the Exchange. Further, the Exchange reserves the
right to consider any other criteria or trading pattern and other
circumstantial evidence to identify other forms of market abuses and
may consider to impose penalty and / or take additional disciplinary
actions in accordance with the Rules, Bye-Laws and Business Rules of
the Exchange.

Members are advised to be extremely cautious and refrain from
executing / allowing such trades, which do not appear to be genuine, in
their own account and / or for their Clients. Members are further advised
to have appropriate internal systems and controls at their end to ensure
that such orders / trades are not entered / executed from their trading
terminals.

Cross Deals/ Wash Trades/ Self-Trades / Structured Deals and other
Market abuses: %’

Certain trades are carried out by members which are in the nature of
“Cross Deals” and / or “Structured Deals” as defined in the Bye-Laws of
the Exchange, especially when the same client appears on both the

26 Exchange circular no. MCX/S&I/324/2018 dated August 20, 2018
27 Exchange circular no. MCX/S&I/331/2016 dated September 29, 2016
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sides of the trades. In order to ascertain the genuineness of such
trades, the Exchange shall compare the value of such trades with the
value of total trades executed in the concerned contract by the client (or
Pro) and total value of trades executed in the contract on the Exchange.

12.2 For liquid contracts, if the proportion of traded value of this nature is
more than a threshold, as considered by the Exchange from time
to time, especially for the trades executed on account of buy and sell
orders placed within 60 seconds, such trades shall be considered as
abnormal trades and a form of market abuse. A penalty of 0.10% of the
value of such trades, subject to a minimum of Rs 10,000/- shall be
levied by the Exchange.

12.3 Further, cross deals in large numbers in illiquid contracts and executed
in proportions higher than a threshold, shall be construed as fictitious
transactions. A penalty of Rs. 1 lakh to Rs. 5 lakhs or as per prescribed
from time to time by the Exchange, shall be levied for such transactions.

12.4 The penalty, if any, will be levied after giving opportunity to the member
to give his explanation.

12.5 Contracts shall be considered as liquid / illiquid after taking into account
the number of trades, traded value and such other criteria as may be
considered relevant by the Exchange from time to time.

12.6 The above criteria is only indicative and no member can absolve himself
from surveillance action by taking shield under the defined criteria and
the Exchange shall have the rights to seek explanation for any other
observed trading pattern. Further, The Exchange reserves the right to
consider any other criteria or trading pattern and other circumstantial
evidence to identify other forms of market abuses and impose penalty
and / or take additional disciplinary actions in accordance with the
Rules, Bye-Laws and Business Rules of the Exchange.

12.7 The Exchange may also monitor Circular Trading, concentration/ price
rigging/ price manipulation and other market abuses and take suitable
actions whenever such practices are identified.

13 Placing of Orders at Unrealistic Prices: 28

It has been observed that some market participants are placing orders
repeatedly at unrealistic prices (i.e. at or near Daily Price Limit) that are
far away from the fair price at the relevant point of time. Such orders
may cause false or misleading appearance with respect to the price of
contract.

In view of the above, the members are hereby advised to refrain from
such undesirable practices and also ensure that none of their traders/
dealers/ clients indulge in such undesirable practices. Further, the
members are advised to implement appropriate internal systems/

28 Exchange circular no. MCX/S&I/383/2021 dated June 30, 2021
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checks to restrict placing orders at unrealistic prices. In case of such
repeated instances are observed, the Exchange may consider to take
appropriate action as may deem fit against the concerned member.

14 Due Diligence while placement of orders: 2°

It has been observed that some member / clients are placing large
number of orders or large quantity order within a short span of time at
market price to create or square up the open position. Such orders may
cause temporary volatility or price fluctuation and thereby result in
abnormal movement in price of the concerned contract / commodity.

In view of the above, members are hereby advised to exercise due
diligence and caution while placing such large quantity / number of
orders at market price within a short span of time, and to implement
appropriate internal systems / checks before placing of such orders,
failing which the Exchange may consider to take appropriate disciplinary
action as may deem fit against the concerned member.

15 Dormant Client: 30

For the purpose of surveillance, the clients who have not traded in last
one year shall be considered as Dormant. Further, if trades are
executed in such accounts, trading member needs to satisfy itself
regarding KYC of the concerned client/s.

The Exchange will provides the list of Clients (with status as ‘Active’ in
UCC) who have not traded in past one year to Members on a monthly
basis. This list of dormant clients will be available in member’s sftp
folder (File Name: TMID_Dormant-Client-Report. MMM-DD-
YYYY_to MMM-DD-YYYY).

16 Surveillance Obligations for Trading Members: *'

With a view to facilitate effective surveillance at the Trading Member
level, the Exchange has been providing following transactional Alerts to
Trading Members in accordance with respective Exchange circulars, so
as to facilitate the Trading Members to detect any abnormality (if any)
w.r.t. Client trading activity at the initial stage itself.

2 Exchange circular no. MCX/S&I/173/2018 dated May 04, 2018
30 Exchange circular no. MCX/S&I1/023/2019 dated January 16, 2019 and Exchange circular no.
MCX/S&1/293/2018 dated July 31, 2018

31 Exchange circular no. MCX/S&I/380/2016 dated November 03, 2016, MCX/S&I/456/2018 dated October
31, 2018 and MCX/S&I1/796/2020 dated October 26, 2020
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16.1 Transactional Alerts:

Sr No. | Transactional Alerts Periodicity of Alerts
1 Significant increase in Client Activity Monthly
2 Sudden trading activity in dormant | Monthly
account
3 Concentrated Open Interest position Daily
4 High Turnover concentration Weekly
5 Large Trade (Quantity) Daily
6 Order Spoofing Daily

The Exchange provides these alerts to the Trading Members through
‘MCX e-Xchange”, a web-based facility (Reports-->Surveillance--
>Alert/Report). The Trading Members are requested to analyse these
alerts and revert in case of adverse observations, if any, to the
Exchange at transalert@mcxindia.com.

Trading Members may please note that the above-mentioned
transactional alerts are an indicative list. Trading Members may
formulate their own alerts, in addition to the above mentioned type of
alerts, as per their surveillance policy. Further, as informed in the
above-referred Exchange circular, the Trading Members are advised to
carry out the following activities:

A) Client(s) Information:

Trading Members are required to carry out Due Diligence of its client(s)
on a continuous basis. Further, Trading Members shall ensure that key
KYC parameters are updated on a periodic basis as prescribed by
SEBI including the following:

i. Income/ Networth details

ii. Contact details

ii. Directors/ Partners/ Trustees/ Karta in case of non-individual clients

Further, the latest information of the client shall also be required to be
uploaded in UCC database of the Exchange. Based on this
information, the Trading Member shall establish groups/ association
amongst clients to identify multiple accounts/ common account/ group
of clients. In case of any groups identified/ detected based on the
grouping criteria as mentioned in the Exchange circular no
MCX/S&I/300/2017 dated August 23, 2017 related to Guidelines on
Clubbing of Open Positions, the information about such group of
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connected entities shall also be required to be informed to the
Exchange including details like Name, PAN, Relationship, etc.

B) Maintain and Monitor:

Trading Members, are also advised to maintain profile of the clients
participating in commodity derivatives, which may include Commodity
wise client category (for e.g. VCP, Trader, Hedger, etc.) as well.
Further, any sudden change in the trading pattern of the client which is
not in line with the profile of client may be monitored. Also, Trading
Members are required to keep a watch on the trading behaviour of their
clients and monitor the same in view of their financial
soundness/income/net-worth and business background.

C) Analysis:

In order to analyze the trading activity of the client(s)/ Group of
client(s) or Commodity identified based on above alerts, the Trading
Members are required to:

i) Seek explanation from such identified client(s)/ Group of client(s) for
entering into such transactions.

i) Seek documentary evidence such as bank statement/ warehouse
receipt (for commodities with compulsory delivery) or any other
documents to satisfy itself.

iii) In case of funds, Bank statements of the client(s)/ Group of
client(s) from which funds pay-in have been met, to be sought. In
case of commodities with compulsory delivery, documentary
evidence including warehouse receipt of the client(s)/ Group of
client(s) for which commodities pay-in have been met, to be
sought.

iv) The period for such statements may be at least +/- 15 days from
the date of transactions to verify whether the funds for the
settlement of such trades actually belongs to the client for whom
the trades were transacted.

v) After analyzing the documentary evidences, including the bank
statement/ warehouse receipt, the Trading Member shall record
its observations for such identified transactions for client(s)/
Group of client(s). In case where adverse observations are
recorded, the Trading Member shall report all such instances to
the Exchange within 45 days of the alert generation. The Trading
Member may seek extension of the time period from the
Exchange, wherever required.
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D) Additional Analysis:

Additionally, Trading Members are also advised to take into
consideration the following aspects in their analysis.

i) Conduct periodic analysis of trading behaviour of clients who appear
repeatedly in the transactional alerts and/or have been repeatedly
found to be breaching the norms prescribed by SEBI/Exchange;

ii) Monitor any sudden trading activity in dormant account and to inform
such abnormality to the Exchange;

E) Monitoring and reporting:

a. For effective monitoring, Trading Member shall:
1. Frame a surveillance policy covering:

a) Receipt of Alerts from Exchange/ generated at
Trading members end.

b) Time frame for disposal of alerts and if there is any
delay in disposal, reason for the same shall be
documented.

c) Suspicious/ Manipulative activity identification and
reporting process

d) Record Maintenance

2. The surveillance policy of the Trading Member shall
be approved by its Board (in case of corporate
trading member), Partners (in case of partnership
firms) or Proprietor (in case of sole proprietorship
firm) as the case may be.

3. A quarterly MIS shall be put up to the Board (in case
of corporate trading member), Partners (in case of
partnership firms) or Proprietor (in case of sole
proprietorship firm) on the number of alerts pending
at the beginning of the quarter, generated during the
quarter, disposed off during the quarter and pending
at the end of the quarter. Reasons for pendency
shall be discussed and appropriate action taken.
Also, the Board (in case of corporate trading
member), Partners (in case of partnership firms) or
Proprietor (in case of sole proprietorship firm) shall
be apprised of any exception noticed during the
disposal of alerts.

MCX Master Circular - Surveillance & Investigation 26| 84

Public



4, The surveillance process shall be conducted under
overall supervision of its Compliance Officer.

5. Designated Directors/ Partners/ Proprietor/
Compliance Officer would be responsible for all
surveillance activities carried out by the Trading
Member and for the record maintenance and
reporting of such activities.

Internal auditor of Trading Member shall review the surveillance
policy, its implementation, effectiveness and review the alerts
generated during the period of audit. Internal auditor shall
record the observations with respect to the same in their report.
This will be effective as and when the internal audit guidelines
become applicable for trading members.

F) Details to be provided on Quarterly Basis:

Trading Members, are also required to provide the status of the
alerts forwarded to them on a quarterly basis, in the following
format to the Exchange.

Name of |No. of alerts |No. of new | No.ofalerts | No. of alerts
Alert under alerts closed pending/under
process  at received in the process at the
the beginning in the quarter end of quarter
of quarter quarter
The above details shall be forwarded to

transalert@mcxindia.com for the previous quarter, within 15
days from the last trading day of the respective quarter.

The above guidelines are illustrative and not exhaustive. Based
on facts and circumstances, the Trading Members are required
to exercise their independent judgment and take adequate
precautions while handling the processing of transactional
alerts.

G) Surveillance Alerts Integrated Portal*

With a view to facilitate effective surveillance at the Trading
Member level, the Exchange has been providing transactional
alerts to Trading Members in accordance with above referred
Exchange circulars, so as to facilitate the Trading Members to

32 Exchange circular no. MCX/S&1/728/2023 dated October 23, 2023
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detect any abnormality (if any) w.r.t. Client trading activity at the
initial stage itself.

As per the above-referred circulars, Members are required to
provide the status of the transection alerts to the Exchange on a
quarterly basis as per the format within 15 days from the last
trading day of the respective quarter. In view of the same, the
Exchange has introduced a new reporting format of “Surveillance
Alerts” and details of the same are prescribed in Annexure VII

The Exchange shall continue to provide these alerts to the Trading Members
through website https://www.mcxindia.com -> Integrated Portal MRS Icon
(Surveillance Alerts).

17 Disclosures by Stock Exchanges for Commodity Derivatives: 33

In order to promote transparency in the markets, the stock exchanges
shall make following disclosures on their website:

Position of top 10 trading clients in buy side as well as sell side in order
of maximum open interest in anonymous manner every day after the
end of trading session.

Category-wise disclosure of Open Interest and turnover:

17.1 Transparency in the commodities derivatives markets is paramount
for price signals as well as its correlation with the underlying physical
market activities. In order to enhance transparency to the public in
Commodity Derivatives Markets and also as recommended by
Commodity Derivatives Advisory Committee (CDAC), all recognised
stock exchanges shall make additional disclosures on their websites
with respect to trading in commodity derivatives. The formats for these
disclosures are placed at Annexure Vlll & Annexure IX

Annexure VIII contains format for disclosure of Open Interest and
turnover for various categories of participants at Commodity as well as
market level. In this regard the stock exchanges shall:

Category wise the participants in the following six categories:

i. Farmers/FPOs: It includes participants such as farmers, farmers’
cooperatives, Famers Producers Organisations (FPOs) and such
entities of like nature.

ii. Value chain participants (VCPs): It includes participants such as
Processors, Commercial users as Dal and Flour Millers, Importers,
Exporters, Physical Market Traders, Stockists, Cash & Carry
participants, Produces, SMEs/MSMEs & Wholesalers etc., but exclude
farmers/FPOs.

iii. Proprietary traders: It includes the members of stock exchanges
trading in their proprietary account.

33 Circular no. SEBI/HO/CDMRD/DMP/CIR/P/2019/08 dated January 04, 2019
Exchange circular no. MCX/TRD/007/2019 dated January 04, 2019
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iv. Domestic financial institutional investors: It includes participants
such as Mutual Funds (MFs), Portfolio Managers, Alternative
Investment Funds (AlFs), Banks, Insurance Companies and Pension
Funds etc., which are allowed to trade in commodity derivatives.

v. Foreign participants: It includes participants such as Eligible Foreign
Entities (EFEs), NRIs, Foreign Portfolio Investors (FPIs) etc. which are
allowed to trade in commodity derivatives markets.

vi.  Others: All other participants which cannot be classified in the above
categories

Annexure IX contains Commodity wise format of disclosure for top
participants, members and market wide position limits. Stock
Exchanges shall make disclosures on daily basis. Such disclosures for
any day are to be made before start of trading on the next day. Member
may please note that the grouping of clients is based on the “Guidelines
on Clubbing of Open Positions” issued by the Exchange.

17.2 Upload Categorization of Participants in Commodities Derivatives: 3

Members are required to submit / upload the said information regarding
categorization of their Clients and proprietary account for each commodity
based on self-declaration. Members are, required to review and satisfy
themselves about the declaration provided by their Clients and ensure that the
correct categorization details are uploaded.

Further, Members are advised to obtain Commodity wise categorization details
at the time of registration of new client. The Exchange provides facility to
upload commodity wise categorization of clients. The features of the
Participant’s categorization upload facility are specified in Annexure X.

18 Additional Surveillance Measures-Selected commodities?®

As an additional surveillance measure an Event based Additional
Surveillance Margin (E-ASM) of 5% would be made applicable on the
following commodities.

1. Cardamom
2. Mentha Oil
3. Black Pepper
4. Castor Seed

In consultation with SEBI and other exchanges, it has been decided to
revise the criteria for applicability of E-ASM as under:

34 Exchange circular no. MCX/TECH/392/2020 dated June 03, 2020
35 Exchange circular no. MCX/S&1/685/2020 dated September 18, 2020
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Existing Criteria Revised Criteria
Duration Marain Price Duration Margin
Price Movement (Trading an (Trading | Impositio
Imposition | Movement
days) days) n

High / Low Variation | Within 3 ,

+-7% Days H\'g;i ; t'l-é’r‘]"’ Within 5
High / Low Variation | Within 5 +/-10% Days

+/-10% Days 5% ° 5%
High / Low Variation | Within 10 High /Low |-\ 10

o Variation
+/-15% Days +/-15% Days

19

E-ASM of 5% would be applicable on both long and short side in the above listed
four commodities (for all the running as well as yet to be launched contracts), if top
2 contracts based on Open interest meet the aforesaid revised criteria of price

movement.

E-ASM would be applicable for a period of 15 trading days, from the date of
occurrence of an event. Further, if any of the above events, or any other event as
may be decided by the Exchange, happens/recurs during the period for which E-
ASM is applicable, the period of applicability of 15 trading days shall get reset and
will begin from the date of the latest event.

All other margins will continue to be levied as applicable.

Mobile Number Revocation list (MNRL) published on Telecom
Regulatory Authority of India (TRAI) website3®

19.1

19.2

19.3

SEBI has intimated the Exchange that Telecom Regulatory

Authority of India (TRAI) has made available a list of
permanently disconnected mobile numbers i.e. Mobile Number
Revocation List (MNRL) on their website in a secured manner to
enable the interested parties to clean up their database, thereby
not sending any further communication to persons other than
their clients.

The URL to access the MNRL is https://mnrl.trai.gov.in. The list
is updated on a monthly basis, i.e. the mobile numbers
permanently disconnected during the month shall be published
in the following month and so on.

In view of the above, Members are requested to check the list of
above permanently disconnected mobile numbers (i.e. MNRL)
made available by the TRAI on the above URL on a monthly

36 Exchange circular no. MCX/S&1/551/2020 dated July 31, 2020
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20

21

basis. In case mobile number appearing in the MNRL list is
pertaining to your existing clients, you are requested to verify
and update correct mobile number in your back office records as
well as in UCC database of the Exchange for the respective
client immediately so that the relevant messages meant to be
disseminated to the respective clients are delivered without any
issue.

Additional Surveillance Measures with respect to a commodity

20.1 Additional Margin®’:

As an additional surveillance measure, the Exchange may impose
additional margins on both long and short sides over and above the
other margins. Exchanges may levy Additional Margins based on their
evaluation in specific situations as may be necessary.

20.2 Special Margin:

As an additional surveillance measure, the Exchange May impose
special margins which is single sided ad-hoc margins, either on long or
short side. If the situation so warrants, the Exchange may levy special
margin on either long or short side (one side) in consultation with SEBI.

20.3 Reduction in Daily Price Limit32:

If the situation so warrants, the Exchange may reduce the Daily Price
Limit (DPL) of the commodity futures contracts. The stock exchange,
may prescribe DPL narrower than the slabs prescribed above based
upon reasons including analysis of price movements, findings pertaining
to surveillance, etc.

Measures to instil confidence in securities market — Brokers’
Institutional mechanism for prevention and detection of fraud or
market abuse — update3®

In terms of SEBI circular No. SEBI/HO/MIRSD/MIRSD-PoD-1/P/CIR/
2024/96 dated July 04, 2024, titled ‘Measures to instil confidence in
securities market — Brokers’ Institutional mechanism for prevention and
detection of fraud or market abuse’ and Exchange Circular No.
MCX/INSP/450/2024 dated July 08, 2024 a guidance note is placed at
Annexure — XI to:

1. Recommend best practices to be adopted by the Trading Member for
effective trade surveillance operations

2. Describe some common types of market abuse practices and how to
identify them; and

3. Provide an accountability matrix for different types of suspicious
behaviour.

37 SEBI Circular no. CIRZCDMRD/DRMP/01/2015 dated October 01, 2015
38 SEBI Circular no. SEBI/HO/CDMRD/DNPMP/CIR/P/2021/9 dated January 11, 2021

Exchange circular no. MCX/TRD/023/2021 dated January 12, 2021

3% Exchange circular no. MCX/S&1/006/2025 dated January 03, 2025
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Annexure |

UCC Functions

Members can access web-based CDP using URL — https://eclear.mcxccl.com/Bancs/

A. UCC - GUI
Creation/ modification/Query of UCC

1. Investor Management - > UCC - > Create UCC

2. Investor Management - > UCC - > Query UCC based on Client Status, PAN
Number, Client Code, Client Category.

3. Investor Management - > UCC - > Query UCC and select the record with right
click option “Modify” to enable the Modify UCC screen.

4. Investor Management - > UCC - > Query UCC and select the record with right
click option “Display” to view the “Display UCC”

5. Investor Management - > UCC - > Query UCC - > Click Export all / Export
Active / Export Inactive.

The UCC export will be available in Member CDP SFTP login - > UCC Export
folder

Client Classification

6. Investor Management - > Asset Category Mapping Master - > Create and
Maintain Client Category Asset wise classification by Trading Member (Create /
Modify / View)

7. Investor Management - > Asset Category Mapping Master - > Query Client
Classification by Trading Member - > Search (Traded / Non-Traded & Pending
/ Submitted - > Report (Classification Export)

The Classification export will be available in Member CDP SFTP login - >
UCC_CLASSIFICATION - > Export

B. File Upload Through GUI
Creation/ modification of UCC
1. Create UCC through File from Member - > Communication Service - > File
Upload - > File Upload - > File Upload Type = Select Create UCC through File

- > File Upload - > Choose File - > Upload - > Click on Create Icon.

The response file will be available in Member CDP SFTP login - > UCC - >
UPLD
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The Member can also upload the modification of UCC through file using the
aforesaid option.

2. Mobile No. / Email ID / Aadhaar No. / Income / Networth details upload file from
Member - > Communication Service - > File Upload - > File Upload - > File
Upload Type = Select Mobile No. / Email ID / Aadhaar No. / Income / Networth
details upload file from Member - > File Upload - > Choose File - > Upload - >
Click on Create Icon.

The response file will be available in Member CDP SFTP login - > UCCBULK -
> UPLD

Client Classification

3. Client Classification Upload File from Member - > Communication Service - >
File Upload - > File Upload - > File Upload Type = Select Client Classification
Upload File from Member - > File Upload - > Choose File - > Upload - > Click
on Create Icon.

The response file will be available in Member CDP SFTP login - >
UCC_CLASSIFICATION - > UPLD

The Member can also upload the modification of Client Classification through
file using the aforesaid option.

C. File Upload Using CDP SFTP
Creation/ modification of UCC

1. Create UCC Through File from Member - UCC - > DNLD - > Upload - >
Choose File - > Upload

The response file will be available in Member CDP SFTP login - > UCC - >
UPLD

The Member can also upload the modification of UCC through file using the
aforesaid option.

2. UCC Bulk (UCC Modification by trading Member through File - Mobile No. /
Email ID / Aadhaar No. / Income / Networth details) - > DNLD - > Upload - >
Choose File - > Upload.

The response file will be available in Member CDP SFTP login - > UCCBULK -
> UPLD
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Client Classification

3. Client Classification Upload File from Member - UCC_CLASSIFICATION - >

DNLD - > Upload - > Choose File - > Upload

The response file will be available in Member CDP SFTP login - >
UCC_CLASSIFICATION - > UPLD

The Member can also upload the modification of Client Classification through
file using the aforesaid option.

D. Position Monitoring

Note:
1.

1. MCS LOGIN - > Trade - > Alerts - > Open Interest Alerts- for Ol alerts with alert

level 60%, 75%, 90% and 100%

2. MCS LOGIN - > Trade - > Alerts - > Open Interest Violations- for Ol violation

with greater than 100%

3. Members are requested to close and re-open the Alerts/violation windows in

order to get updates on latest alert/violation.

Downloading RTE files

4. Go to Settings - > select User Preferences - > select RTE - > Browse files - >

select Check box - > Re-login the Application
The response file will be available in Member selected CDP SFTP folder

The members can create/modify/classify the UCC records (through GUI/File)
during 9:00 am to 11:30 pm on all trading days.

2. UCC creation/modification are restricted on Saturday, Sunday and other
Exchange holidays.

3. Members are requested to upload maximum 2000 records in one file in the
initial period of trading for optimum response time. However, multiple files are
allowed.

4. Creation/Modification/Classification of UCC records should not contain/enter
special character “,” (comma) in UCC fields.

5. Members are advised not to register UCC (Client Code) same as Member
Code allotted by the Exchange in UCC database of the Exchange. The
Exchange will provide Error Code — 305 i.e. “Invalid Client I1d” while creation of
UCC through file and GUI.

6. Member is required to provide the Networth (RS. /USD) without any decimal
values.

7. The UCC category (FPlI 1 & FPI 2) creation/modification is available only
through GUI.

8. Moadification in UCC fields is not allowed while marking the UCC status as
inactive.

9. The New UCC/ clients uploaded will be able to trade on T+1 basis subject to
meeting the validations implemented by the Exchange.
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10. Members are required to ensure before allowing any client to trade in any
commodity that the said client is not debarred/ restricted by SEBI/ Exchange/
other regulatory agencies.

11. For more details with respect to the UCC File Formats kindly refer Exchange
Circular no. MCX/TECH/023/2022 dated January 13, 2022, MCX/TRD/705/2023
dated October 13, 2023, MCX/S&I/742/2024 dated November 08, 2024 &
MCX/S&I/663/2024 dated October 04, 2024

12. State-City Code file and Country-List Master will be available at the path - SFTP
login\Common\State City Maste\UCC File Formats. Kindly refer Exchange

Circular no. MCX/TECH/023/2022 dated January 13, 2022, MCX/S&1/507/2024
dated July 30, 2024.
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Annexure — Il

E-mail Format

To,

Arb.UCC@mcxindia.com

Sub: Activation Client Arbitrage account
Dear Sir,

I/We hereby request the Exchange to activate below mentioned UCCs of Client
arbitrage account:

Sr. No. Client Code Client Name PAN

Regards,

Member ID and Name of the Member

(Authorised Signatory)
Name and Designation

Contact No:

MCX Master Circular - Surveillance & Investigation 36|84

Public



Annexure — Il

User manual for submission of UCC Nomination details

Please note:

1. Don’t use back button at any point on the portal.

2. Do not leave the system idle for long interval, else the system would log out
automatically.

Step 1. Login on the portal using the link https://member.mcxindia.com with
Enhanced Supervision

Portal login credential.

(In case you forgot your password, please enter Login ID then enter code and click
on “Reset Password” button. Reset Password link will be sent to your registered
email ID).

Screen will appear as below:

MCX

METAL & ENERGY
Trade with Trust

ogin Id

Password

Enter the code shown below:

~
(%)

Forgot Password?
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Step 2. When member logs in, the following screen will appear along with the “UCC
Nomination Tab” at the left side. Click on the “UCC Nomination” Tab

Bank & DP Pan Details Client Balance
Accounts a a

# UCC Nomination

Step 3. The below options are available
— Download Pending UCC Details
— Upload File
— Upload Status

The Member will have to first ‘Download Pending UCC Details’ before uploading the
‘UCC Nomination File’.

Upload File

Please Click here to download the template

Select File to Upload Choose File | No file chosen Upload

Note : System can accept and process only 3 files at a time. Please wait for upload till the processing completes for at least one of those in process.

[U:NECESENISE  Download Pending UCC Details

File Upload and Status:
Upload Select File name »
Date

Note :

ICC Nomination

1. Kindly click refresh to view update status of file upload
2. Upload data only for the past one month can be viewed

File Status:
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Step 4. On selecting the ‘Download Pending UCC Details’ the below page will be
displayed. Please Click on “Generate Report” button to get the details.

Upload File

Please Click here to download the template
Select File to Upload [Choose File | No file chosen W

Note : System can accept and process only 3 files at a time. Flease wait for upload till the processing completes for at least one of those in process.

Upload Status Download Pending UCC Details

Download Pending UCC Nomination Details

Generate Report

- ' Refresh ‘

UCC N i
& et Member Id Created date status Action

e 28-Feb-2023 11:40:52:297 —————— Download ‘

Step 5. Click on Refresh button to get the latest status of files generated.
The file generation status will be displayed as under:

1. Please wait for the system to find records. Report will be generated soon.
2. Data processing started; Report will be generated soon.

3. Report Generated Successfully.

Upload File

Please Click here to download the template

Select File to Upload [ Choose File | No file chosen Upload

Note : System can accept and process only 3 files at a time. Please wait for upload till the processing completes for at least one of those in process.

Upload Status Download Pending UCC Details

Download Pending UCC Nomination Details

Generate Report
Refresn |

Member Id Created date Status Action

# UCC Nomination
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Step 6. Once the status updated to “Report generated successfully” the “Download”
button will be enabled.

Upload File

Please Click here to download the template

Select File to Upload [ choose File | No file chosen Upload

Note : System can accept and process only 2 files at a time. Please wait for upload till the processing completes for at least one of those in process.

Upload Status Download Pending UCC Details

Download Pending UCC Nomination Details

Generate Report
Refresh |

UCC Nominati
4 olnRion Member d Created date status Action

Download |

The multiple CSV files (in batch size of 9 Lakh record per file) will get downloaded in
Folder with “.zip” extension. Member needs to extract the zip and Open .csv file in
Notepad. Then copy the content to the template downloaded from screen.

Select File to Upload [ choose File | No file chosen Upload

Note : System can accept and process only 3 files at a time. Please wait for upload till the processing completes for at least one of those in process.

[UWIEVESETSl  Download Pending UCC Details

Download Pending UCC Nomination Details

Generate Report
Refresh |

# UCC Nomination

Member Id Created date Status Action
o 28-Feb-2023 12:07:31:047 Report generated successfully Download |
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Step 7. Prepare UCC Nomination upload file template with following instructions.

1.

2.

Step 8. Click on ‘Choose file’ and browse to select the file to upload and click on ‘Upload’ button

Kindly append Single Quotes (‘) at the start of Unique Client code to avoid auto
rounding off e.g. ‘041644 in file.
Provide appropriate nomination option in second column as received from

Trade with Trust

Client(s).

i)
£ Search = - o
File Home Insert Page Layout Formulas Data Review  View Automate Developer  Help Fuzzy Lookup I Comments | & Share ~
I — .
1y [BiFrom Text/CSV B From Picture P“ [ Queries & Connections | 4 ? (EE =i @:l @ B8 Group ~
z — - o
[B From Web [® Recent Sources el > =g ? @B Ungroup ~
et oo i Refresh z| Sort Fiter Textto OO o What-If Forecast | _
< Data~ EE From Teble/Range isting Connections | ai- | A S8 Advanced | Columns 58 ~ [ | Analysis~ Sheet | EHSubtotal T
Get & Transform Data Queries & Connedtions Sort & Filter Data Tools Forecast Outline [} -~
B2 - Fe
A B c o
J 10100_UCCNOM_28022023_1210_1.csv - Notepad - o x
1 ucc Nomination (1-Opted/ 2-Not Opted) I
File Edit Format View Help
it 345805 pcc, Nominatinn /1 _0ntads 2 Nn+ Npted),Traded since Jan 2022 ~
3 45MG02 3455805,
4 240008 45MGe2, ,
5 15K022 340088, ,
3 34EV04 15Ke22,,
¥ ERBOO3 34Eved,,
) 72501 ;g?s?- ,
v
e 041644 i
0/ 941786 bt g
. 941786, ,
1 043701 243701
12 15P010 15010, ,
13 560H12 S60H12,,
14 831535 831s35,,
= e ESMOOS. .
5671
94EBE
BMSII °
Ln1, Col1 100%  Windows (CRLF)  UTF-8
[oI |
it M =1

Upload the file.

# UCC Nomination

Upload File

Please Click here 1o download the template

[ cnoose File JuccNomin,

Select File to Upload

[UAIERESEUS  Download Pending UCC Details

Download Pending UCC Nomination Details

Generate Repoit

Member Id Created date

10100 28-Feb-2023 12:07:31:047

Template.xisx

Upload

status

Report generated successiully

to

Note : System can accept and process only 3 files at a time. Please wait for upload till the processing completes for at least one of those in process.

‘ Refresh ‘

Action

Downioad |

maxsnwebuat mocin says

File upload further pr Please click on refresh button in

upload tab to check file proc
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Step 9. In case of successful submission, the below table will be updated with the
uploaded file and status of file processed.

EISL IR 1T U GO IS e

Select File to Upload [ cnoose File | No file chosen Upload

Note : System can accept and process only 3 files at a time. Please wait for upload till the processing completes for at least one of those in process.

[W.IELESENIS  Download Pending UCC Details

File Upload and Status:

Date

Note :

CLEE I LA 1. Kindly click refresh to view update status of file upload

2. Upload data only for the past one month can be viewed
File Status:

Sr.No. File Name Status Total Inserted Discrepancy Mismatch

Successfully
1 UCCNominationTemplate_10100_2802231252963.xisx Discrepancy found in 92 2% 10 56
file

Step 10. The Members can view the details uploaded under ‘Upload Status’. Details
pertaining to ‘Upload Date’ needs to be entered. On clicking the ‘Search’ button,
Members can view the processing status of the earlier files.

Select File to Upload Ghoose Fie | No fic crosen e

Note : System can accept and process only 3 files at a time. Please wait for upload ill the processing completes for at least one of those in process.

[ERECEER  Download Pending UCC Details

File Upload and Status

Upload 26/02/2025 UCCNominationTemplate_10100_ Search
Date

Note :

# UCC Nomination

1. Kindlly click refresh to view update status of file upload
2. Upload data only for the past one month can be viewed

File Status:

Sr.No. File Name Status Total Inserted Discrepancy ~ Mismatnn
Successfully

1 U Template_10100_ 1252963 Xlsx Discrepancy found in 92 26 10

file

Step 11. For the records uploaded, the member will be able to see the count of
records along with status.

Inserted Successful = Displays the count of records accepted by the system.
Discrepancy - Displays the count of Rejected records due Invalid data.
Mismatch - Displays the count of UCC records not found in Exchange records.

In case of mismatch UCC records, the system will validate such records for next 3
days against newly uploaded UCCs.
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Thereafter, the mismatch will become zero and such records will be moved to either
“Inserted Successfully” or “Discrepancy”.

Select File to Upload Choose File | No file chosen

Note : System can accept and process only 3 files at a time. Please wait for upload till the processing completes for at least one of those in process.

[EEECEER  Download Pending UCC Details

File Upload and Status
Date

Note :

s Repo

OB B T 1. Kindly click refresh to view update status of file upload

2. Upload data only for the past one month can be viewed

File Status:

Sr.No. File Name Status Total Inserted Discrepancy Mismatch
Successfully

1 u Template_10100_: 52963.xIsX Discrepancy found in 92 2% 10

file

Step 12. For downloading the Discrepancy and Mismatch records after the file is
processed member needs to click on count of records shown in File Status table

MCX Master Circular - Surveillance & Investigation 43| 84

Public



Annexure IV

Client Level Numerical Position Limit

Sr. | Commodity Unit for Overall Commodity
NON-AGRICULTURAL COMMODITIES
1. Aluminum MT 25,000
2. Brent Crude Oil BBL 400,000
3. Copper MT 7,000
4. Crude Qil BBL 480,000
5. Gold Kgs 5,000
6. Lead MT 3,500
7. Natural Gas mmBtu 6,000,000
8. Nickel MT 1000
9. Silver MT 100
10. Steel MT 120,000
11. | Zinc MT 7,000
12. SteelRebar MT 120,000
AGRICULTURAL COMMODITIES
1. Cotton Candy 24,000
2. Kapas MT 170,000
3. Mentha Oil MT 195
4 Cotton Oill MT 12000
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Annexure V

Guidelines for Clubbing of Open Positions

A. Guidelines

1. When a person is a partner in one or more partnership firms and /or is a director in
one or more companies and/or is a manager (karta) of a Hindu Undivided Family
(HUF), the total open position of

a. the person as an individual operator,

b. the firm or firms in which he is a partner ;

c. the Company or companies in which he is a director ; and

d. the HUF of which he is a manager(karta)

Taken together shall not exceed the prescribed limit.

2. Where two or more persons are partners in a partnership firm or firms and where
two or more persons are director in a company or companies and where two or
more persons are Kartas of HUFs, the total open position held by

a. all the partners of partnership firm or firms;

b. the concerned partnership firm or firms;

c. all the directors of the company or companies ;

d. the concerned company or companies ;

e. all the Kartas of the HUFs ; and

f. the concerned HUFs

Taken together shall not exceed the limit as mentioned above.

3. Where a person or persons operating as individuals and /or being partners in one or
more partnership firms and/or being directors in one or more companies and/or
being kartas of HUFs are also trustees in one or more ftrusts, the total open
position of

a. the person as individual operator,

b. the firm or firms in which they are partners;

c. the company or companies in which they are directors;

d. the HUFs in which they are Kartas; and

e. the trust or trusts in which they are trustees,

Taken together shall not exceed the limit as mentioned above.
Provided that, if at any time more deliveries than one are running in the same

commodity, the above limit shall apply to the combined open position of the member
or the non-member, as the case may be, in all such deliveries running concurrently.
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4. Open position of a member shall be the total of the open position acquired by him
by trading through or with other member and by appropriating the business of his
clients (collectively for all clients).

5. The open position of a non-member shall be the total of the open position acquired
by him trading through or with one or more members.

B. Exemptions from Clubbing:

1. In the agriculture marketing set up of the rural India, co-operative societies play a
crucial role. Primary Agriculture Marketing Societies registered under the state
cooperative Acts, thus, are active in different agricultural commodities. These
societies are also member of Federations at the State and National level. Due to
this Federal structure there may be some instances when these societies have
common Directors. Also, the persons from State Governments/RCS may be
nominated as Directors in these societies. In view of this, the position of different
societies if they are members of a Federation will not be clubbed with the open
interest position of the Federation for the purpose of determining the open interest
position of the Federal or vice versa. Similarly, if Govt/RCS nominated directors
sits on the Boards of different societies, this will not amount to common interest for
the purpose of clubbing of positions.

2. As a practice of good corporate governance, the companies now have independent
directors on their Board with no financial interest in the company. Similarly,
companies also have Govt/Financial Institutions nominated Directors without any
financial interest in the company. In such cases, when the Directors don’t have any
financial interest in the company. The Commission has taken a view that the
position of such companies/corporates may not be clubbed just because they have
common directors.

C. The above stated guidelines are indicative only. The Exchanges may take suitable
measures for clubbing of open positions on the basis of the criteria laid down
above and also include other criteria such as PAN, patterns such as ‘acting in
concert’ through common ownership and control structures and any other relevant
criteria to club open positions that may be observed during the course of regular
monitoring and surveillance that may appear to compromise market integrity
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Annexure Vi

Position Limit Violation

The following penal provisions are made to discourage/ prevent open interest
violations at Commodity level / near month contract level

1. Monetary penalty on the concerned member for violations in the open interest
(either on own account or on account of clients) are linked to the quantum/ value of
violation committed and to be charged from the concerned member for each such
violation as under:

a. Where the violation is more than 2% of the prescribed limit(s) —
Limit exceeded x *Closing price x number of days such violation continued x 2%
(0.02) or Rs. 10,000/- whichever is higher.

b. Where the violation is up to 2% of the prescribed limit(s) —
Limit exceeded x *Closing price x number of days such violation continued x 2%
(0.02) or Rs.10,000/- whichever is lower.

* Option penalty computed based on near month underlying future close price

c. The member has to ensure reduction in position and to bring it within the prescribed
limit(s) by the next trading day after the day of violation. In case such violation
continues, the Exchange would square-off the excess position without any further
notice to the member by putting the orders on behalf of the member in that client
code and will not be responsible for the consequences of such action.

2. In case, the instance at 1 (a) above is observed for more than 3 times in a month
across the market, the Exchange would suspend the concerned member for a
period of one week. For instances at 1 (b) above if the same is observed for more
than 6 times in a month, Exchange would impose a monetary penalty as below,
(Limit exceeded) X (closing price of the day) X (number of days such violation
continued) X 2% (0.02) or Rs. 10,000, whichever is higher.

3. The monetary penalty as stated above, will be credited to the Investor Protection
Fund of the Exchange.
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Annexure VIl

User manual for submission of MRS Details

Step 1. Please visit Exchange website https://www.mcxindia.com - Integrated Portal
—->MRS Icon (Surveillance Alerts)

Step 2. Login credential will be same as MMPI portal.

Please note:

1. Don’t use back button at any point on the portal.

2. Do not leave the system idle for long interval, else the system would log out
automatically.

Screen will appear as below:

: . AN INTEGRATED PORTAL
"~ FOR ALL MEMBERS

0009069

X Member Authorised ance Investor
Frofile Persen s Grievanc
Inter Redress;

nteriace Fedressal
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Step 3. Login in MRS Icon (Surveillance Alerts). Please note Login credential will be
same as MMPI portal

C @ mismcdindia.com/#/login - 2 % WO &

MCX

METAL & ENERGY
Trade with Trust

User ID

Password

Step 4. When member logs in, the following screen will appear along with the “MRS
Tab” at the left side. Click on the “MRS” Tab

MRS

arch

A Alerts Pending Request

O Alert No Alert Date Alert Name Member Id Client Code Member Submitted Date Status

© MRS Alerts

40 MRS Alerts History ltems perpage: 10

B MIS Report

Step 5. The below options are available
o Alerts pending Request

e MRS Alerts
o MRS Alerts History
¢ MIS Report
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MRS

A Alerts Pending Request

O Alert No Alert Date Alert Name Member Ic Member Submitted Date Status

© MRS Alerts
40 MRS Alerts History

B MIS Report

Step 6. On selecting the ‘Alerts pending Request’ the below page will be displayed.
Please click on “Generate Report” button to get the details.

MRS
arch
‘ Alerts Pending Request
a Alert No Alert Date Alert Name Member Id Client Code Member Submitted Date Status
@ MRS Alerts
0 -

40 MRS Alerts History

B MISReport

Step 7. On selecting the ‘MRS Alerts’ the below page will be displayed.

MRS
From date [l To date [al Member ID Alert Name - Alert Status -

Q Alerts Pending Request
© MRS Alerts
£9 MRS Alerts History
B MIS Report

q
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o Please click on “Alert Name” button to get the details.

MRS

From date (] To date = Member ID COP_Com

‘ Alerts Pending Request coT
.
© MRS Alerts — STACA
40 MRS Alerts History SICA
B MISReport OrderSpoofing

Please click on “Alert status” button to get the details.

MRS

From date B Todate B MemberID Alert Name ~  Open

e

A Alerts Pending Request Closed

© MRS Alerts
49 MRS Alerts History

B MISReport

Then Press “View” button to get the details Or Press “Export to Excel” to download the
file.
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Step 8. On selecting the ‘MRS Alerts History’ the below page will be displayed.

MRS
Member ID Alert Name

From date o} To date o}

crovoes

A Alerts Pending Request
© MRS Alerts
£ MRS Alerts History

B MIS Report

o Please click on “Alert Name” button to get the details.

MRS PN
COP_Com

From date = To date (] Member ID
‘ Alerts Pending Request cot
.
© MRS Alerts s STACA
€0 MRS Alerts History Sich
QrderSpoofing

B MISReport

Step 9. On selecting the ‘MIS Report’ the below page will be displayed.

MRS
Quartei - Member ID Alert Name -

View Export to Excel

Financial Year v

A Alerts Pending Request
@ MRS Alerts
49 MRS Alerts History

B MIS Report
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o Please click on “Alert Name” button to get the details.

MRS timman
Financial Year - Quarte - Member ID COP_Com
A Alerts Pending Request cot
Vi ccel
40 MRS Alerts History SICA
B MIS Report OrderSpoofing
4
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Annexure VIl

Format for disclosure of Open Interest (Ol) and turnover for various cateqories
of market participants at individual commodity as well as overall market
level

A. Disclosure of category wise Ol at commodity level

Details of open interest by each category of participants as on T day

Domestic
Instrument Open FPOs/ VCPs/ Proprietary ] fin_ant_:ial Ft?rt_aign Others
Interest Farmers Hedgers traders institutional participants
investors
Long | Short | Long | Short | Long | Short | Long | Short | Long | Short | Long | Short
Futures
Options
Details of Changes in open interest by each category of participants from previous disclosure
Domestic
Instrument Open FPOs/ VCPs/ Proprietary ) fin_anc_:ial Fc_m_eign Others
Interest Farmers Hedgers traders institutional participants
investors
Long | Short | Long | Short | Long | Short | Long | Short | Long | Short | Long | Short
Futures
Options
Percent of open interest represented by each category of participants as on T day
Domestic
Instrument Open FPOs/ VCPs/ Proprietary ] fin_anc_:ial Fc_m_eign Others
Interest Farmers Hedgers traders institutional participants
investors
Long | Short | Long | Short | Long | Short | Long | Short | Long | Short | Long | Short
Futures
Options
Number of participants in each category as on T day*
Domestic
Instrument 1_'o_tal FPOs/ VCPs/ Proprietary ) fin_anc_:ial Fc_m_eign Others
Participants Farmers Hedgers traders institutional participants
investors
Long | Short | Long | Short | Long | Short | Long | Short | Long | Short | Long | Short
Futures
Options

* In case number of participant is less than 10, the same can be disclosed as “less than 10” in the said category
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B. Disclosure of category wise turnover at commodity level

Details of Turnover by each category of participants as on T day

Domestic (o]
FPOs/ VCPs/ Proprietary financial Foreign th
Instrument Turnover TR L
Farmers Hedger traders institutional participants er
investors s
Futures
Options
Details of Changes in turnover by each category of participants from previous day
Domestic o
FPOs/ VCPs/ Proprietary financial Foreign th
Instrument | Turnover T L .
Farmers Hedger traders institutional participants er
investors s
Futures
Options
C. Disclosure of turnover for various categories of participants at Market level
Details of Turnover by each category of participants as on T day
Instrument | Turnover FPOs/ VCPs/ Proprietary ) Dc_>me:st|c fl_nanmal F(?I'?Ign Others
Farmers | Hedger traders institutional investors | participants
Futures
Options
Details of Changes in turnover by each category of participants from previous day
Instrument | Turnover FPOs/ VCPs/ Proprietary ) Dc_>me:st|c fl_nanmal F(?I'?Ign Others
Farmers | Hedger traders institutional investors | participants
Futures
Options
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Annexure IX

Commodity wise format of disclosure for top participants, members and market

wide position limits

A. Disclosure of top participants/members at commodity level

Percentage of open interest held by the indicated number of the largest

participants as on T day *

Top 3 Top 5 Top 10
Instrument Long Short Long Short Long Short
Futures
Options

Percentage of open interest held by the indicated number of the largest

group of participants as on T day

Top 3 Top 5 Top 10
Instrument Long Short Long Short Long Short
Futures
Options

Percentage of open interest held by the indicated number of the largest
members as on T day

Instrument Top 3 Top 5 Top 10
Long Short Long Short Long Short
Futures
Options
* Based on PAN of the participant
B. Disclosure of market wide Ol
Exchange Olfas % of
. . g Ol at the Exchange
Commodity Instrument | wide position . et
. EOD wide position
limits .
limits
A Futures
Options
B Futures
Options
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Annexure X

To further facilitate members to upload the details regarding categorization of clients
by the members, the following facility are provided to the member:

1) View Client Classification Details
Path: Commaodity Derivatives > UCC View Client - Classification Details
A. Changes in Non-Traded Clients

i.  Currently, when user would click on the filter value ‘Non Traded Clients’ in
field ‘Client Wise’ and clicks on View button, all the client records who have
not yet traded in any asset till date of request would be displayed.

a. Changes are made such that on selecting ‘Non Traded Clients’, the
system will now display all client records who are mapped under the
member and who are not covered in the traded clients’ list. This will
include the below mentioned clients:

¢ All clients who have not traded in any asset till date of
request.

¢ All clients who have traded in any of the asset prior to the
date specified (i.e. August 16, 2018).

ii. When user clicks on the filter ‘Client Wise’ and selects the value ‘Non
Traded Clients’, following columns will be displayed on the screen beside
the filter field:

a. Pending Records

¢ The file would retrieve all the non-traded client records whose
classifications for all given assets have been updated by the
member and submitted to the Exchange.

b. Submitted Records

e It will display count of submitted records i.e. count of non-
traded clients whose classifications have been submitted to
the Exchange.

iii. Once a member clicks on the View button in the filter area:

a. A grid containing following columns would be displayed

¢ Serial No:
1. 1t would start with Sr. No. 1.

¢ File Name:
1. The file name, would be displayed.
2. For Example:
MCX_DDMMYYYY_UCC_CLASSIFICATION_NONTRAD
EDPENDING10000_ 01

e Save As:
1. It would be a hyperlink displayed against the

respective file name.
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B. Identification of Mandatory Fields

i. Changes have been done in the ‘Pending Records’ under ‘Traded Clients’
file such that for all clients records, assets in which the respective clients
have traded would be marked with the letter ‘T".

a. As existing, assets in which the clients have not traded until now,
would be kept as blank.

ii. Once downloaded, member would modify the value ‘T’ under the above
assets with the applicable classification value for the respective client.

iii. If member modifies the value ‘T’ of all the traded assets with applicable
classification values, then the client would be removed from ‘Traded
Pending Records’ and would be displayed in ‘Traded Submitted Records’.

a. For Example:

e Date on which file ‘Pending Records’ is downloaded:
07/09/2019

e Assets Traded for client ABC: Aluminum, Brass, Gold
¢ Assets Not Traded for client ABC: Cardamom, Copper

e When the above file is downloaded for client ABC, fields for
assets ‘Aluminum’, ‘Brass’ and ‘Gold’ would be marked with
letter ‘T’ since the client has traded in the above assets.
Fields for assets ‘Cardamom’ and ‘Copper would be
displayed as blank since the client has not traded in these
assets.

e Suppose member modifies only assets ‘Aluminium’ and
‘Brass’ with applicable classification values and submits to
the Exchange. Then respective classifications for the above
assets ‘Aluminium’ and ‘Brass’ would be uploaded.

o However, an error message as given below would be
displayed for asset ‘Gold’ in which classification has
not been submitted.

Error Message:
Gold-014

o The above client ABC would continue to display in
‘Trading Pending Records’.

e Only when member would submit the classification for ‘Gold’,
then the above client ABC would be removed from ‘Traded
Pending Records’ and would be displayed in ‘Traded
Submitted Records’.

b. Above changes would be applicable only for ‘Pending Records’ of
traded clients and would NOT be applicable for ‘Submitted Records’,
‘Non-Traded Pending Records’ and ‘Non-Traded Submitted
Records’.
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C. Changes in Header Record
i.  Changes would be done in the below mentioned files:
a. ‘Pending Records’ under both Traded and Non-Traded Clients
b. ‘Submitted Records’ under both Traded and Non-Traded Clients

such that when the files are opened by the member in MS Excel, the
header record of the existing reserved fields would be displayed with text
‘Reserved’.

i.  While uploading the above files from ‘Upload Client Classification Details’, if
the above header text ‘Reserved’ is modified, then file upload would be
rejected and an error message would be displayed.

D. Edit/View Member Classification Details

Path: Commodity Derivatives -> UCC -> Edit/View Member Classification
Details

Changes would be made in the above screen such that:

i. The above screen ‘Edit/View Member Classification Details’ would be
renamed as ‘Edit/View Entity Classification Details’.

i. It would enable members to add or modify or view classifications for all
assets under member ‘PRO’ accounts as well as for member’'s mapped
clients.

iii.  Changes would be done in the filter area as mentioned below:

a. The existing column ‘Member Id’ would be renamed as
‘Classification For’

e |t would be a dropdown field
e The dropdown would display the values
¢ By default, it would display the dropdown value ‘Member’

b. A new field ‘Client Code’ would be displayed beside the above
dropdown field ‘Classification For’

e |t would enable the members to enter client code whose
classification values are to be added or modified.

iv. A new button ‘Retrieve’ would be displayed beside the above field
‘Client Code’

a. If member would select ‘Client’ from the dropdown field
‘Classification For’ and enters client code, then on clicking
Retrieve the dropdowns of the asset fields would display
classification values for each asset as applicable for the
respective client code.

b. In case, member would select ‘Client’ from the above dropdown
field ‘Classification For’ but does not enter any client code, then
on clicking Retrieve, an error message would be displayed as
‘Missing Mandatory field(s)’.

c. If member would select ‘Member from the dropdown field
‘Classification For’, on clicking Retrieve the dropdowns of the
asset fields would display classification values for each asset as
applicable for the respective member.
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d. Classifications entered by the Exchange User through UCC
application for the selected member or client would be disabled
for modification.

e Given note would be displayed at the bottom of the
screen in reference to the above disabled fields.

NOTE
Disabled fields are already updated by Exchange. Cannot modify

E. Field level Validations

i.  Currently once the classification file is uploaded, if validation for any
field in the record is not successful, then the entire record is rejected for
upload.

i. Changes would be done such that

a. Asset specific error codes would no longer be applicable in record level
validations.

b. Once the classification file is uploaded, field level validations would be
applied for processing the file for each record. System would validate all
the fields of the record, irrespective of unsuccessful validations in the
same.

e System would upload all those fields in the respective
record for which validations are successful.

o It would NOT upload those fields in the above record for which
validation has failed and would display cumulative error message
for the same.

For Example:

Suppose client ABC has submitted classification values for 17
assets, of which values entered for ‘Aluminium’ and ‘Brass’ are
not as per the applicable classification value. In this case, the
client ABC would be partially uploaded by the system for 15
asset values successfully. A cumulative error message as given
below would be displayed for the invalid values.

Error Message:
Aluminium-015;Brass-015

¢ In case member has submitted invalid data for fields respective
to all assets and has entered valid client code only, then the
entire record would stand rejected during file upload.

For Example:

Suppose member 10000 has entered valid client code XYZ but
has entered values in the remaining fields which are not as per
the applicable classification values of the respective assets. In
this case, the entire client record XYZ would be rejected by the
system.

¢ In case member has submitted classification value for an asset
but the value entered is of incorrect datatype, then
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o System would reject the respective client record with the
error [012]

o System would NOT perform any more validations for the
above asset field.

c. However, once file is rejected due to unsuccessful file level validations
or a particular record is rejected due to unsuccessful record level
validations with error codes [001-011], then system would NOT validate
any asset fields of the respective rejected file/record.

For Example:

e Suppose member 10000 has entered an invalid client code but
has entered valid classification values in all the asset fields. In
this case, the entire client record would be rejected by the
system with the error code [011].

e Further, system would NOT validate asset fields of the above
rejected client record any further.

iii. Field level validations while processing the file(s) for each record:

a. It would reject each field of the respective record in file if below
mentioned validations are not successful,

o If value entered is not as per datatype (Error Code — 012)
¢ Modification not allowed (Error Code — 013)
o If any of the mandatory field(s) is/are blank (Error Code — 014)

o Mandatory fields in the above given pending records for
traded clients are the traded assets which are marked
with text ‘T’. If at upload of client classification details
from ‘Upload Client Classification Details’, the text ‘T’ for
all the traded assets is not modified with applicable
classification values of the respective clients, then the
above error code would be displayed.

o For Example: Suppose client ABC has traded in
‘Aluminium’ and has not modified the text ‘T’ with a valid
classification value in the client classification file while
uploading from ‘Upload Client Classification Details’,
then above error code (014) would be displayed.

¢ Classification entered is other than applicable classifications
(Error Code — 015)

o Invalid classification (Error Code — 016)
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Annexure XI

Guidance Note

1.  The objectives of this guidance note are to:

1.1. Recommend best practices to be adopted by the Trading
Members for effective trade surveillance operations;

1.2. Describe some common types of market abuse practices and how
to identify them;

1.3. Provide an accountability matrix for different types of suspicious
behavior.

2. This guidance note is to be read in conjunction with the SEBI
(Prohibition of Fraudulent and Unfair Trade Practices Relating to
Securities Market) Regulations, 2003 (“PFUTP Regulations”) and SEBI
(Prohibition of Insider Trading) Regulations, 2015 (“PIT Regulations”),
and various circulars issued by SEBI and the Stock Exchanges from
time to time, particularly with regard to trade surveillance, and is divided
into following three parts:

2.1. Indicative list of some of the most common market abuse
practices along with factors to be considered when assessing
such practices;

2.2. Indicative list of entities who should be surveilled, controls for
monitoring and consequences of potential fraud or market abuse;

2.3.  Accountability matrix.

3. The scenarios and factors identified in the guidance note are neither
exhaustive nor definitive, and their monitoring and investigation
processes should be tailored to be commensurate with the complexity of
each case.

4. Trading Members are strongly encouraged to adopt the best practices
stated within this guidance note. SEBI/Exchanges will refer to the
guidance note in future inspections to evaluate the Trading Members’
trade surveillance programmes.

5. Implementation standard
This document lays out the implementation measures for carrying out
surveillance of client behavior through analysing the pattern of trading
done by clients, detection of any unusual activity being done by such
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clients, reporting the same to stock exchanges and taking necessary
measures to prevent any kind of fraudulent activity in the market in
terms of the regulatory requirements prescribed by SEBI and Market
Infrastructure Institutions (Mlls).

5.1 Board Approved Policy
The surveillance policy of the Trading member shall be approved by
the apex body i.e. Board (in case of corporate trading member),
Partners (in case of partnership firms) or Proprietor (in case of sole
proprietorship firm) as the case may be. This policy needs to be
reviewed at least once in a year by the apex body to keep it in line
with the market trends.

5.1.1 Resources for undertaking Surveillance monitoring and review
activity

5.1.2 Human Resource:

5.1.2.1 Depending on the size, nature and complexity of
its business, the Trading Member shall
adequately staff the surveillance function

5.1.2.2 “Principal Officer’ shall have the same meaning
as assigned to it under the Prevention of Money-
Laundering (Maintenance of Records Rules),
2005.

5.1.2.3 Mid and Senior level staff of the Trading Member
(including the Principal Officer) handling KYC and
Surveillance Activity shall mandatorily have the
following NISM e-learning Certification:

5.2.1.3.1 Staff handling KYC - AML - KYC and
Customer Due Diligence

5.2.1.3.2 Staff handling Transaction Monitoring —
AML -Transaction Monitoring and Suspicious
Transaction Reporting.

5.2.1.3.3 The Principal Officer — Certified Anti-
Money Laundering Manager (CALM)

5.2.1.4 Existing mid and senior level employees
handling the above activity shall complete the e-
learning Certification within 1 year from the date
of issuance of these guidelines.
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5.2.1.5 The Trading Member shall have an
ongoing employee training programme so that
the members of the staff are adequately trained
in AML/Surveillance obligations and apprising
on the Trading Member's surveillance policy.
Such training shall have specific focuses for
frontline staff, back-office staff, compliance staff,
risk management staff and staff dealing with
new clients. The said training shall be
conducted at least once in a year.
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Summary:

Small Medium Large Huge
Active UCCs Active UCCs Active UCCs Qualified Stock
<2,000 as on 31- between 2,000 and | >50,000 as on 31- Brokers (QSBs)
Mar of the 50,000 as on 31- Mar of the previous
previous year Mar of the year (Other than
previous year QSBs)
= Any of the = Set up a separate | = Set up a separate = Set up a separate
Principal Officer Surveillance Surveillance Surveillance
(PO) / Designated Department / Department / Team Department / Team
Director (DD) / Team
Compliance = Appoint any of the | = Appoint a Chief
Officer (CO) = Any of the Principal Officer Surveillance Officer
can Principal Officer (PO) / Designated (CSO) whose job is
additionally (PO) / Designated |  Director (DD) / only Surveillance
handle the Director (DD) / Compliance Officer |  (can be PO /DD /
Surveillance Compliance (CO) as Chief CO)
Activities. Officer Surveillance Officer
(CO_)_can (CSO) = The surveillance
additionally Team should be
handl? the = The surveillance adequately staffed
Surveillance Team should be / resourced.
Activities.

= All mid and senior
level Surveillance
Team members
should have
mandatory /
relevant
certification from
NISM.

adequately staffed
/ resourced.

= All mid and senior
level Surveillance
Team members
should have
mandatory /
relevant
certification from
NISM.

= All mid and senior
level Surveillance
Team members
should have
mandatory /
relevant
certification from
NISM.
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Systems for alert generation:

5.3.1 Considering the requirement that the Trading Member need to
ensure that they have adequate surveillance systems in place,
the following is to be ensured depending on the size of their
clientele business:

Sr.

Number of active

Automated System Driven

No.| UCCs with Trading (Inhouse or Vendor based)
member Alert Generation System
1. | 2,000 and above Mandatory
. Optional. They may have
2. | <2000 manual process of

generating the alerts.

* At the end of each Calendar Year, the Trading Member shall
evaluate whether they have crossed the given threshold, then
within next 1 year, they shall implement Automated System.

5.3.2 The Trading Members shall customize its surveillance systems
and internal controls in a manner that is commensurate with
the complexity of the transactions being undertaken by it and
its business activities.

5.3.3 Exchanges may have empanel vendors for surveillance
software similar to back-office software in order to ensure that
the solutions used by members cover the requirements
prescribed by MII (since such a system is mandatory for
brokers with more than 2000 clients as per proposed

guidelines).
Summary:
Small Medium Large Huge
Active UCCs Active UCCs Active UCCs Qualified Stock
<2,000 as on between 2,000 and | >50,000 as on 31- | Brokers (QSBs)
31-Mar of the 50,000 as on 31- Mar of the

previous year

Mar of the
previous year

previous year
(Other than QSBs)

= Can have a
manual
process
for alert
generation

» Mandated to have
an alert
generation
system (in house
or vendor based)

» Mandated to have
an alert
generation
system (in house
or vendor based)

Mandated to have
an alert generation
system (in house
or vendor based)
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5.4 Client Screening and Due Diligence

5.4.1 The Trading Member shall strictly adhere to the KYC
guidelines as prescribed by SEBI, Exchanges, KRA and
CKYC.

5.4.2 They shall not allow any client to trade unless they have

complied with the KYC Guidelines.

5.4.3 The Trading Member shall follow SEBI Master circular on AML
on client screening and due diligence.

5.4.4 Summary:
Small Medium Large Huge
Active UCCs <2,000 | Active UCCs Active UCCs Qualified Stock
as on 31-Mar of the | between 2,000 and >50,000 as on 31- | Brokers (QSBs)
previous year 50,000 as on 31-Mar Mar of the

of the previous year

previous year
(Other than QSBs)

o Adherence to
Know Your Client
(KYC) Norms

e Compliance with
KYC Registration
Agency (KRA)

¢ Adherence to SEBI
Master Circular
w.r.t Anti-Money
Laundering (AML)

o Compliance with
Prevention of
Money
Laundering Act
(PMLA)
requirements

e Adherence to Know
Your Client (KYC)
Norms

e Compliance with
KYC Registration
Agency

(KRA)

e Adherence to SEBI
Master Circular w.r.t
Anti-Money
Laundering

(AML)

e Compliance with
Prevention of Money
Laundering Act
(PMLA)
requirements

e Adherence to
Know Your Client
(KYC) Norms

e Compliance with
KYC
Registration
Agency

(KRA)

e Adherence to
SEBI Master
Circular w.r.t
Anti-Money
Laundering
(AML)

e Compliance with
Prevention of
Money
Laundering Act
(PMLA)
requirements

e Adherence to
Know Your
Client (KYC)
Norms

¢ Compliance
with KYC
Registration
Agency
(KRA)

e Adherence to
SEBI Master
Circular w.r.t
Anti-Money
Laundering
(AML)

e Compliance
with Prevention
of Money
Laundering Act
(PMLA)
requirements
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5.5 Type of Alerts to be generated and / or reviewed:-

5.5.1 The Trading Members shall generate transactional alerts based on the
criteria/red flag indicators provided by the Exchanges from time to time,
carry out review of the same and take the necessary action, wherever
required.

5.5.2 The indicative themes on which Trading Members may formulate their own
alerts are as under.
The trading member also needs to analyse patterns and trends with
respect to different themes.

5.5.3 The indicative themes applicable to ALL Trading Members.

5.5.3.1 Client / group of clients, as identified by the trading member,
accounting for a significant percentage of the total trading activity in a
commodity / contract as compared to the market.

5.5.3.2 Client / group of clients with new account or clients dealing
after a significant time gap, as identified by the trading member,
accounting for significant value / percentage of total trading activity in a
commodity / contract as compared to the market.

5.5.3.3 Disproportionate trading activity vs reported income / Net
worth.

5.5.3.4 Frequent changes in KYC submitted by clients.

5.5.3.5 Consistency in profit / loss at client / group of clients’ levels,
rationale for such trading activities.

5.5.3.6 In case of concerns of trading activity of a client or a group of
clients in a commodity, monitoring whether the orders are being placed
by respective clients or their authorized representatives and monitoring
client’s address as per KYC vis-a-vis the dealing office address.

5.5.3.7 Trading activities of accounts of relatives of entity to identify
any sort of synchronized /coordinated trading.

5.5.4 The indicative theme additionally applicable to Trading Members
who have facility of internet- based trading.

5.5.4.1 Surveillance / monitoring of IP addresses of clients (including
identification of multiple client codes trading from the same location).

5.5.5 The Trading Members are also required to review and take the
necessary action on the transactional alerts provided by the
Exchanges.

5.5.6 Alerts as specified above to be monitored by the Trading
Member on a monthly/daily basis.
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5.5.7 The Trading Member shall review and recalibrate, wherever
required, the threshold set at least once in a year to ensure adequacy
of the same.

5.5.8 Enhanced Obligations and Responsibilities on Qualified Stock
Brokers (QSBs) —

Comprehensive Operating Guidelines (Refer Exchange Circular No.
MCX/MEM/358/2023 dated June 02, 2023.

5.5.8.1 QSBs shall, over and above transaction alerts as provided by
Exchanges, monitor the following alerts on a monthly basis:

5.5.8.1.1 Clients having significantly higher Pay-in obligation compared
to Income declared or Net Worth uploaded in the UCC system of the
Exchange.

5.5.8.1.2 Unrelated clients having common Mobile Numbers or Email
Ids.

5.5.8.1.3 Unrelated clients having used common devices for trading.
(Using device identifiers data).

5.5.8.1.4 Monitor client activity specifically in deep OTM contracts
where clients are incurring losses.

5.5.8.1.5 Regular password sharing.

5.5.8.1.6 Repeated delivery default by a client wherein a default on
delivery obligations takes place 3 times or more during a six month
period on a rolling basis.

5.5.8.2 Further, QSBs shall monitor the following alerts on daily basis:
5.5.8.2.1 Close monitoring of the client onboarding process including

factors like clients on-boarded from same location, after onboarding
either no trading or trading with very less trades and trade value.

5.5.8.2.2 Retail clients trading only in options from a product suitability
perspective.

5.5.8.2.3 Orders/trades resulting into artificial boost in the price of a
commodity. Patterns such as Pump and Dump and vice versa.

5.5.8.2.4 Client placing large orders and cancelling such orders without
intention to execute a trade and creating a false impression of artificial
demand in the contract.
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5.5.8.2.5 Order spoofing client activity.

5.5.8.2.6 Client/Related client’s concentration in commodity to
Exchange volumes.
5.5.8.2.7 Circular trading/Reversal pattern

5.5.8.2.8 Maintenance of client watchlist based on historical market
manipulations observed at Trading Member end. Monitoring of such
clients.

5.5.8.2.9 Front Running by Dealers/Clients to large trades of Trading
Member.

5.5.8.2.10 Compliance of Surveillance Obligation Circular no.:
MCX/S&1/796/2020 dated October 26, 2020

5.5.8.2.11 Pro-actively identifying manipulative/error trades/fat finger

by placing adequate preventive/detective controls.

5.5.8.2.12 Monitoring of trading activity of clients in Long dated
option contracts.

5.5.8.2.13 Effective monitoring of other market abuse practices
covered under SEBI (FUTP) regulations and SEBI (PIT) regulations.

5.5.8.2.14 Linked clients being on the same side i.e., Long or Short
and cumulatively controlling substantial proportion of the market open
interest in a particular commodity/ contract.

5.5.8.3 Any of the Principal Officer (PO) / Designated Director (DD) /
Compliance Officer (CO) / Chief Surveillance Officer (CSO), as
applicable will decide the thresholds along with documented rationale.

5.5.8.4 The review report of thresholds to be submitted to the apex body at
least once a year.
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5.5.9

Factors to be considered for generating alerts:

Alert | Short description of the alert (based on alerts Factors to be considered
# listed by exchanges in their circulars from time to | for generating alerts *
time)

1 Client / related group of clients has a large share of | 1. Volume as % of daily
traded volume in contracts of a particular underlying exchange volume

2. Volume as % of the last
30 days exchange
average volume (for
QSBs only)

2 Client / related group of clients dealing in illiquid Frequency of such trades
contract near the price bands in small quantities

3 Margin obligations disproportionate to declared If more than max (x times
income / Networth (peak of the month) n/w or y times income)

4 Net funds pay-in/ pay-out during a period (one If more than max (x times
month) disproportionate to declared income/ n/w or y times income)
Networth

5 Frequent changes in any element of KYC (for mule Frequency of such changes
accounts) of same element

6 Clients making net profit/ losses over a period which | If more than max (x times
is a significant amount as compared to their income/ | n/w or y times income)
Networth beyond a particular threshold

7 Order placed by multiple unrelated clients from the If more than x clients
same IP/ device in case of internet-based trading
clients

8 Repeated delivery default by a client If more than x times in half

year

9 Multiple unrelated clients (more than X) being If more than x clients
onboarded online from the same device (for QSBs
only) (other than permitted e.g.
whitelisted employees/ Authorised Persons (APs)

10 Circular trading/Reversal pattern at same Trading Where profit / loss is more
Member above a threshold over a period of 1 month | than x

11 Front Running by Dealers/Clients to large trades of | Repeated trades by dealer
the Trading Member in same security and before

order of more than INR x

crores done in the firm

12 Substantial proportion of the market open interest in | If more than x%

a particular commodity / contract

* Thresholds to be determined by brokers as per their business size.

Every Internal / Exchange alert should be reviewed periodically by the Trading
Members at least every 30 days till such time the alert is open.

MCX Master Circular - Surveillance & Investigation

Public

71| 84




5.6 Obligation of Trading Members and its Employees, Internal Controls

5.6.1 The Trading Members shall have adequate systems in place
to ensure that its proprietary accounts are used only for the purpose
of carrying out proprietary trades and that its operations are in
accordance with the requirements as may be specified by the Board
or the stock exchanges from time to time.

Small

Active UCCs
<2,000 as on 31-
Mar of the
previous year

Medium

Active UCCs
between 2,000 and
50,000 as on 31-
Mar of the
previous year

Large

Active UCCs
>50,000 as on 31-
Mar of the previous
year (Other than
QSBs)

Huge
Qualified Stock
Brokers (QSBs)

= All proprietary
operations to
be reviewed
by Principal
Officer (PO) /
Designated
Director (DD) /
Compliance
Officer (CO) /
Chief
Surveillance
Officer (CSO), as
applicable and
report submitted
to its apex body
at least once a
year.

= All proprietary
operations to
be reviewed
by
Principal Officer
(PO) / Designated
Director (DD) /
Compliance Officer
(CO) / Chief
Surveillance
Officer (CSO), as
applicable and
report submitted to
its apex body at
least once a year.

= All proprietary
operations to
be reviewed
by
Principal Officer
(PO) / Designated
Director (DD) /
Compliance Officer
(CO) / Chief
Surveillance
Officer (CS0O), as
applicable and
report submitted to
its apex body at
least once a year
along with
recommendatory
internal auditor
report on this topic.

= All proprietary
operations to
be reviewed
by
Principal Officer
(PO) / Designated
Director (DD) /
Compliance Officer
(CO) / Chief
Surveillance
Officer (CS0O), as
applicable and
report submitted to
its apex body at
least once a year
along with
recommendatory
internal auditor
report on this topic.

5.6.2 The Trading Members shall ensure that -

5.6.2.1

Its trading terminals are used only by its employees (including
employees of holding / subsidiary companies) and / or
Authorised Persons and

5.6.2.2 Only at locations approved by the Stock Exchanges and

5.6.2.3 That such terminals shall not be used by its clients in any form
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Small

Active UCCs
<2,000 as on 31-
Mar of the
previous year

Medium

Active UCCs
between 2,000 and
50,000 as on 31-
Mar of the
previous year

Large

Active UCCs
>50,000 as on 31-
Mar of the previous
year (Other than
QSBs)

Huge
Qualified Stock
Brokers (QSBs)

= Exercise Caution
during allotment
of trading
terminals and
upload details to
the Market
Infrastructure

Institutions (Mlls)

= Maintain
attendance
sheet or webcam
[ CCTV etc.

= Exercise Caution
during allotment of
trading terminals
and upload details
to the Market
Infrastructure
Institutions (Mlls)

= Maintain
attendance sheet
or webcam /
CCTV etc.

= Recommendatory
surprise visits /
random
inspections

= Exercise Caution
during allotment of
trading terminals
and upload details
to the Market
Infrastructure
Institutions (Mlls)

= Maintain
attendance sheet
or webcam /
CCTV etc.

= Mandatory
surprise visits /
random
inspections

= Exercise Caution
during allotment of
trading terminals
and upload details
to the Market
Infrastructure
Institutions (Mlls)
Maintain
attendance sheet
or webcam /
CCTV etc.

= Mandatory
surprise visits /
random
inspections

5.6.3 The Trading Members shall establish and maintain documented processes
and systems to detect potential mule accounts or suspicious activity. All
categories of Trading Members are required to make a Standard Operating
Procedure (SOP) as under:

5.6.3.1 For Individual Clients - Authority to operate trading account given to other
than family members defined under Companies Act, 2013 or SEBI
registered entities.

5.6.3.2 For Non-Individual Clients - Authority to operate trading account other than
employees (including group company employees), apex body members
(directors, partners, trustees, etc.) and promoter/ promoter group.

5.6.4 Any employee of the Trading Members, upon having knowledge of any
fraud, market abuse or suspicious activity shall forthwith inform the same to
the senior management.

5.6.4.1 Every year, Trading Member to send appropriate communication to all the
employees on this reminding the above obligations. This requirement shall
be recommendatory in case of Small TMs and mandatory in case of Medium
TM, Large TM and QSBs.
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5.7 Escalation and reporting mechanisms.

5.7.1 The apex body i.e. Audit Committee or the Board of Directors or persons
of other equivalent or analogous rank of the Trading Members, shall
review the compliance with the provisions of the framework under this
Chapter of these regulations not less than once in a quarter and shall
verify the adequacy and efficiency of the systems for internal control and
reporting by analysing the relevant data. Quarterly MIS is required to be
submitted to the apex body on a quarterly basis.

5.7.2 The Trading Members shall, on the detection of any suspicious activity,
inform the same along with the details to the stock exchanges, as soon
as reasonably possible, but in any case not later than forty eight hours
from such detection, in such manner as may be specified by the Board or
the Stock exchanges from time to time. Trading Members are required to
inform the details of suspicious activity via email within 48 hours of the
detection of suspicious activity.

5.7.3 The Trading Members shall submit a summary analysis and action
taken report on instances of suspicious activity, fraud and market abuse
or a ‘nil report’ where no such instances were detected, on a half-yearly
basis to the stock exchanges.

Trading Members shall communicate to the Exchange with respect to any
suspicious activity.

5.7.4 Any deviation in adherence to internal controls, risk management policy,
surveillance policy, policy for onboarding of clients along with the
proposed corrective actions for such deviation shall be placed before the
appropriate Committee, Board of Directors or such other equivalent or
analogous bodies of the Trading Members at regular intervals and such
deviations shall also form a part of the report to be submitted by the
Trading Members to the stock exchanges in terms of sub-regulation (3) of
this regulation.

Principal Officer (PO) / Designated Director (DD) / Compliance Officer
(CO) / Chief Surveillance Officer (CSO), as applicable are required to
submit a deviation report to its apex body and Stock Exchanges.

5.7.5 The Trading Members shall obtain guidance from the stock exchanges
on any suspicious activity which were identified by it, but the violation of
the provisions of any applicable law in respect of such activity could not
be ascertained due to the limited information available with the
Trading Members.

Trading Members shall communicate to the Exchange with respect to any
suspicious activity
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6. Guidance on factors to be assessed while reviewing the alerts

Some of the factors which should be considered when assessing suspicious
trading activities for potential fraud or market abuse are listed below:

Type of activity

Factors to be assessed (indicative)

Creation of misleading appearance of
trading: Trading of a security that occurs at
specified prices, volumes and time in a
manner agreed upon by the market
participants in an attempt to match each
other’s trades. It may involve a group of
clients and/or ‘Authorised Persons’ acting in
concert. Such trading behaviour has the
effect of creating a false or misleading
appearance of active trading in the security.

» Potential connections and relations
between clients, based on KYC

» Frequency of occurrence and quantity
of matched trades that suggest pre-
arranged, wash, or circular trading

« Market impact, trades of
disproportionate volumes

» Time proximity of order entries

+ Thresholds to be determined by
brokers as per their business size.

Price manipulation: Trades that have the
effect of artificially raising or lowering the
market price of a security may create a
false market. Such trades which cause
significant price movements warrant
greater scrutiny on the Trading Members’s
part.

» Unusual price movements

+ Timing of trades near sensitive periods,
such as end of month, quarter, before
announcements

« Timing of orders concentrated within a

short time which causes price
movement
« Trades causing significant price

movements

» Thresholds to be determined by brokers
as per their business size.

Front Running: Trade practice undertaken
by a person in possession (directly or
indirectly) of  non-public  information
regarding a  substantial impending
transaction. Normally, this would apply to a
person who trades while being privy to a
Big Client Order.

» Time proximity of front running order
and big client’s order

« Same or better price of front running
order

» Frequency and repeated patterns of
occurrence
» Abnormal profit pattern
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Unauthorised Trading: Occurs when a
Trading Member or an ‘Authorised Person’
trades in a client's account taking
instructions on orders from a third party
(including the ‘Authorised Person’ himself)
with  or without the client's prior
authorisation empowering the third party to
trade on his behalf. This is done to hide the
true identity of the person operating the
account.

‘Authorised Person’ with unusual or
high volume of error account activities.
Same mobile number
different client accounts.

tagged to

Brokers shall exercise due diligence in
case of same mobile number tagged
to different client accounts.

Unusually high number of trading
accounts opened / managed under the
same person.

Unusually high number of clients
executing trades from the same
device.

Mule Accounts

Payin obligation / Margin obligation
which is disproportionate to reported
income / Networth.

Brokers shall exercise due diligence in
case Pay in obligation / Margin
obligation is found to be
disproportionate to reported income /
Net worth.

Same mobile number / email id tagged
to different client accounts.

Potential connections and relations
between clients, based on KYC.

Pump and dump of securities

A manipulative scheme in which a person
or group of persons tries to increase the
price of a security using fake information.
They do this by using social media and
online forums to create a sense of
excitement in a security or spread false
news. They then sell (or ‘dump’) their
securities and take a profit, and other
security holders suffer as the security price
falls.

 Elevated

+ A marked increase in anomalous price

moves in the market.
trading activity in illiquid
commaodity

* Mlls and brokers shall have organised

social media campaigns with regard to
certain securities.

» Aggressive purchasing by one or

several accounts to have a significant
impact on price and encourage other
traders to participate in the buying
activity. This activity further impacts the
price of the underlying security.
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Type of activity

Factors to be assessed (indicative)

Order Spoofing: A person submits a large
(non-bonafide orders) but not marketable limit
order that raises the bid price of a security (or
depresses the offer price of a security in case
of a large sell order) and/or greatly increases
the quoted size at or around the current best
bid price (best offer price in case of non-
bonafide sell order).

The large order causes market participants to
match or better the price of the order. The
person then cancels the large order and enters
(virtually at the same time or just before the
cancellation of the large non-bonafide orders),
a sell order (buy order in case of non-bonafide
large sell order) that matches the buy order of
other investors at a higher price (sell order of
other investors at a lower price).

* Frequent cancellation or
cancellation of large number of
orders.

» Placement of large orders above or
below the prevailing price.

Acting in Concert in a particular Commodity
Derivatives for the purpose of circumventing
the position limit

Additional Relationships / Criteria to
ascertain whether persons are acting
in concert:

a) (i) Relatives [/ Immediate
Relatives for individual as defined
in Companies Act (ii) Promoters
of the company as provided in
Annual return filed under the
Companies Act (iii) Co-parceners
of HUF (iv) Clients having same/
similar postal address, e-malil
address, bank accounts, website
domain name or contact numbers

b) Linked clients being on the same
side i.e. Long or Short and
cumulatively controlling
substantial proportion of the
market open interest in a
particular commodity/ contract,

¢) Orders being placed at or around
the same time at relatively near
prices by group of clients,

d) Such clients take substantial
position in a commodity.
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7. Indicative list of entities who should be surveilled, controls for monitoring, and
consequences of potential fraud or market abuse covered are as follows:

Member volume creation, activity in
illiquid contract, trading around unusual
price movements, frequent cancellation
or cancellation of large number of orders
etc.

As per Surveillance Policy of the
Trading members, Pre-trade controls
like, additional margins in volatile
commodity/contracts, trade execution
range, etc. either at client level or at the
commodity level.

Monitoring  disproportionate  trading
activity vis-a-vis reported income/net
worth, sudden surge in Dormant account
/ client trading activity / Client
concentration in particular commodity
etc. As a preventive measure Trading
Member may consider implementing
online alerts / nudges.

Entity being Controls for Monitoring Consequences of potential fraud or
surveilled market abuse

Client / Trade Surveillance alerts to trace * Unauthorised trading

relatives of matched trade with the same Trading * Order Spoofing

client

* Price Manipulation

* Disproportionate trading activity vis-
a-vis reported income/net worth

* Sudden surge in dormant account

* Sudden surge in client trading activity

e Client concentration
commodity

in particular

IP address / Device Identification of
multiple client codes trading from the
same location/device.

* Mule accounts that attempt to conceal
malpractices.

Monitoring of Trading activity with the
declared income / Networth.

» Disproportionate trading activity vis-

a-vis reported income/net worth

* Brokers shall exercise due diligence

in case Pay in obligation / Margin
obligation is found to be
disproportionate to reported income /
Net worth.

Calling and verifying clients on sample
basis based on Trading Members’s
internally defined scenarios.

* Unauthorised trading or misselling

Email alert on old contact details on
change in email id of retail clients

* Fraudulent contact details updation

* Fraudulent Account opening
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Entity being
surveilled

Controls for Monitoring

Consequences of potential fraud or
market abuse

Internal alert for same name and DOB
with Multiple PAN at the time of

Account opening.

Internal Alert for same bank account
mapped to multiple clients, controls
during account opening to scrub against
existing bank details, In-person
verification.

* Monitoring for frequent changes in
KYC details / account opening details

Same email/phone number mapped to
multiple non-family accounts
Unusual trading pattern

* Mule accounts

Employees

Listening to dealer calls

surveillance)

(voice

Email surveillance, coverage to be based
on internal policy of Trading
Members

Surprise visit of dealing rooms

Access to trading floor should be access
controlled and subject to approvals by
designated approvers and needs to be
implemented across all the brokers.

IP analysis to track internal IPs for self-
trading client. For eg IBT clients trading
using IP of the TM.

Restriction on mobile and smart watch
or any other device capable of
communication both incoming and
outgoing in dealing room and needs to
be implemented across all the brokers.

Having suitable internet access policies
to restrict social networking sites on
office network except for legitimate
official purposes and to protect data
upload on third party websites.

Code of Conduct for Dealers / Front
running Policy

* Unauthorized trading
* Password Sharing

* Front running

* Fraud

¢ Data misuse
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Entity being Controls for Monitoring Consequences of potential fraud or
surveilled market abuse
Reporting of employee
misconduct/frauds to senior
management/committee
Access to drives/folders having
Unpublished Price Sensitive
Information (UPSI) restricted to
relevant employees only
Access control mechanism by giving
access to client data on a need-to know
basis
Background screening checks at the
time of hiring
Whistle blower policy to report any| e Internal fraud or wrongdoing
fraudulent activity
Monitoring  email sent outside| ¢ Data protection or any wrongdoing
organisation for senior employees
Authorised Surprise visit at Authorised Person’s| ¢ Unauthorized trading
Persons office posing as a client * Fraudulent trading activity
Social media monitoring to check if * Offering assured returns
Authorised Persons are misusing | Unauthorized use of terminal
Trading Members’s logo or *  Opening mule accounts
promising any assured return
‘Authorised Person’ level pattern of
trading, deviations from normal pattern
Recorded call verification on
sample basis
‘Authorised  Person screening
against negative databases
Calls to clients mapped to ‘Authorised
Person’s on sample basis
CEO /MD/ Whistle blower policy to report any| Internal or market fraud or wrongdoing
KMPs fraudulent activity.
Monitoring  email sent outside| Data protection or any wrongdoing
organisation for senior employees
Promoters Whistle blower policy to report any| Internal or market fraud or wrongdoing
fraudulent activity.

MCX Master Circular - Surveillance & Investigation

Public

80 | 84




8. Reporting of status of the alerts generated by the Trading Member or
received from the Exchanges:

8.1 To the Board of Directors or any Board appointed Committee

A quarterly MIS shall be put up to the Board (in case of corporate trading
member), Partners (in case of partnership firms) or Proprietor (in case of sole
proprietorship firm) in the following format:

Type of
Alert

At the
beginning of
the quarter

Received /
Generated
during the
quarter

Closed
during the
quarter

Pending at
end of the
quarter

No. of

Exception
Cases
observed

Reasons for pendency shall be discussed and appropriate action taken. The
Board (in case of corporate trading member), Partners (in case of partnership
firms) or Proprietor (in case of sole proprietorship firm) shall be apprised of
reasons for pendency and any exception noticed during the disposition of alerts

(if any).

8.2 To the Exchanges —

Trading Members are required to submit the status of the alerts on a quarterly
basis to the Exchange within 15 days from the end of the quarter.

Trading members who do not have anything to report, need to submit ‘NIL
Report’ within 15 days from end of the quarter.

8.3 Trading members shall put in placed adequate mechanisms to ensure that the
information on the alerts generated, and/or their transactions are under
scrutiny, should not be passed on to the investors unless it is explicitly stated
by Exchange or SEBI.
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9. Accountability matrix

In addition to the above, the Trading Members shall have an
accountability grid for different types of suspicious behaviour. A

model accountability grid is as under:

Who is being Responsibility of trade surveillance on

surveilled

CEO/Executive Board of Directors in case of or Audit Committee

Director(s)/Senior

Management /

Key

Managerial

Personnel

Promoters Board of Directors or Audit Committee

Employees Senior Management /Key Managerial Personnel, Designated
Director* and CEO

Clients Official heading the trade surveillance function under supervision of
senior management, Compliance Officer of the
Trading Members and Designated Director* and CEO

Who is being Responsibility of trade surveillance on

surveilled

Authorised Official heading the trade surveillance function under supervision of

Persons senior management, Compliance Officer of the stock “broker and
Designated Director* and CEO

**Designated Director” shall have the same meaning as assigned to it under
the Prevention of Money-Laundering (Maintenance of Records Rules), 2005.

Obligation of Designated Director / Partners / Proprietors and Internal
Auditor of the Trading Member:

10.1 Designated Directors / Partners / Proprietor would be

responsible for all surveillance activities

carried out by

the Trading member.

10.2

Internal auditor of trading member shall review the

surveillance policy, its implementation, effectiveness and
review the alerts generated during the period of audit.
Internal auditor shall record the observations with respect to
the same in their report.
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11. Conflict of Interest

Trading Members who have more than 2000 active UCCs shall
identify surveillance department as critical and physically
protected to allow only authorised access. The Trading Member
to adopt Chinese Wall policies and procedures to prevent
unauthorized exchange of information between critical and non-
critical departments.

12. Whistle Blower Policy shall define, inter alia,

121

12.2

123

124

125

12.6

Formation of the Whistle Blower Committee which
should consist of at least two senior members.

Appointment of Whistle Blower Redressal Head to be
appointed who shall be responsible for reviewing the
complaints and working under the guidance and
instruction of Whistle Blower Committee.

Dedicated email Id to register/raise concern/complaint.

Approval of the Policy by the apex body i.e. Board (in
case of corporate trading member), Partners (in case of
partnership firms) or Proprietor (in case of sole
proprietorship firm) and conduct annual review of the
same.

The policy should establish procedures to ensure
adequate protection of the whistle blowers viz. not
disclosing the identity of the whistle blowers and
ensuring normal treatment.

The complaints under this regulation against the Board
of Directors including those against the Managing
Director, Chief Executive Officer, key managerial
personnel,

Designated Directors or Promoter shall be addressed to the Audit Committee
or other analogous body of the Trading Members and the complaints against
other employees shall be addressed to the Compliance Officer and shall be a
part of the Whistle Blower policy.
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13. Annual Policy Compliances

In order to avoid a situation of members changing the policy ex-post
facto, it is suggested that members must submit their policy (like
RMS policy) to the Exchanges as part of annual compliances and
same can be validated during inspection by the Exchanges. It will
also act as a repository of best practices in the market which
Exchanges can use to not only monitor the surveillance actions but
also use the same to enrich the standards for best practices in the
market.
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